CSQCT

Quanta CLOUD TECHNOLOGY

How to Build a Dedicated Virtual
Desktop Infrastructure Using
Windows Server 2019,

Azure Stack HCI, and

QCT D52BQ-2U Servers

Written by Bono Hsueh

Last Update: 3/23/2020
Version: 2.1



QCT
Abstract

Windows Server 2019 brings about tremendous changes and improvements to the
Windows Server architecture. There are great improvements in the realm of hybrid
cloud, Storage Spaces Direct (S2D), security, HCI, and many others that help to take the
enterprise data center to the next level when running on top of the Windows Server
architecture.

Azure Stack HCI and the Windows Server Software Defined (WSSD) Program are both
invitation-only programs in which solution providers are requested by Microsoft to
design hyper-converged infrastructures with Windows Server technologies.

Azure Stack HCI offers the optimal platform for VDI. Leveraging a validated HCI solution
and Microsoft’s mature Remote Desktop Services (RDS), customers can create highly
available and highly scalable architectures.

There are two types of virtual desktop solutions in the Microsoft ecosystem —
Session Virtualization with Remote Desktop Services Host and Virtual Desktop
Infrastructure served out by Hyper-V. You can use either solution or mix them effectively
to meet the demands of most use cases presented to your business for remote
connectivity.

In addition, Azure Stack HCI VDI solutions provide unique cloud-based capabilities for
protecting VDI workloads and clients:

e Manage updates centrally using Azure Update Management

e Unified security management and advanced threat protection for VDI
clients.
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QCT
Overview of Virtual Desktop Infrastructure

(VDI) and Windows Server RDS

Virtual Desktop Infrastructure, or VDI, uses server hardware to run desktop operating
systems and software programs on a virtual machine. For as long as operating system
virtualization existed, VDI offered the flexibility of running traditional desktop
workloads on centralized servers.

Leveraging VDI in a business setting has a wide range of advantages, including keeping
sensitive company applications and data in a secure datacenter, accommodating a
bring-your-own-device policy without worrying about personal data getting mixed with
corporate assets, reducing liability when corporate assets are lost - covering both data
loss prevention and exposure of sensitive data to potential corporate espionage
and/or hackers. In addition, VDI has become the de-facto standard for supporting
remote and branch workers as well as for providing access to contractors and partners.

Today’s businesses are empowering their employees to work from anywhere and from
multiple devices. With Virtualization and Virtual Desktop Infrastructure (VDI)
technologies driving the modern workforce, employees now have more connectivity
and productivity options than ever before.

When it comes to utilizing Microsoft technologies for remote access to satisfy business
needs, Windows Server Remote Desktop Services offer a wide range of features and
capabilities. When used with underlying virtualization technologies, it provides a
powerful platform for remote access.
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Types of VDI Virtual Desktop Implementations

Two types of VDI deployments exist in the Windows VDI world: pooled and personal
desktops. What is the difference?

e Pooled — In this configuration, you set up a “pool” of virtual machines.
When a user connects, they are automatically assigned a virtual
machine that is not in use. When this user disconnects, this VM is reset
to a default state and returned to the pool to be available for
connection from other users.

e Personal — A personal desktop allows the same VM to be assigned to a
specific user to cater to individual requirements. Such a VM may have a
particular configuration or software that the specific user needs.

Pooled desktops hold certain advantages over personal desktops in terms of
maintenance and other administrative tasks. Pooled desktops are generated from a
“Gold” image VM. Since the data is reset each time a user logs off, there is no need to
maintain specific VMs. You simply need to patch and update the Gold VM and all the
other VMs will be updated upon their next generation.

Personal desktops are convenient for dealing with end-user data. Since they are
persistent, end-user data are maintained locally. Therefore, system administrators do
not have to worry as much about how to save users’ data.

In this guide, we will show you how to build a pooled desktop.
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The Enhancements with Windows Server 2019 RDS

RDS web client — as part of the RD web client in the browser, you can use the single-
sign-on experience to allow authentication to be passed on to desktops you have
access to from the RDS web client. RDS web client is a little limited in what it can
redirect. You can create a PDF of the printout and then print when you are connected.

GPU virtualization is a big part of user experience. More and more applications today
are requiring graphics acceleration. Discrete device assignment has been continually
improved in Windows Server 2019 including RDSH scalability with GFX HW
acceleration, use of all available GPUs, and improvements on video detection and
handling.

Moving onto the Discrete Device Assignment or DDA functionality, let’s compare DDA
and Remote vGPU in Windows Server 2019.

e Primary story for GPU acceleration in WS2019

e Enhanced security and isolation

e Guaranteed GPU performance

e APl compatibility (DirectX 12, OpenGL)

e We are continuing to evaluate GPU-P drivers for VDI and RDSH

Remote vGPU:
e Deprecated in WS2019
e Clean OS installation cannot share RemoteFX vGPUs with new Hyper-V VMs
e Upgrade warning if RemoteFX vGPU is enabled in the upgraded OS
e If you already have a Remote FX vGPU-enabled VM, it will continue to work
after upgrade
e Admins can remove RemoteFX vGPU after upgrading the system to WS2019

RDSH Improvements
When we look at the RDSH improvements found in Windows Server 2019, there are
several areas where improvements can be seen, including:

e Video playback
o Hardware acceleration applied at any time
o Supports smooth playback while moving the video window
o Supports 4K downsampling

e Device redirection

o High-level redirection of built-in or attached video camera
Less network bandwidth compared to USB camera
Increased video frame rate, up to 30 fps
Redirect multiple cameras

o O O



e Improved printing messages
o Message queuing that is built-into the Windows client

e User Input Delay performance counters
o Another measure to troubleshoot poor application performance
o Correlate with other performance counters (Active Sessions, CPU, etc.)
o Enabled by default in WS2019 RDSH and Windows 10, version 1809

What Is Hyper-V VDI?

Hyper-V VDI is a centralized desktop delivery solution which enables running virtual
desktop instances, including client operating systems (OSes), data, and applications in
a server-based virtual machine (VM) in the data center.

To enable Hyper-V VDI, you need two Windows server roles: Hyper-V, which creates
and manages VMs, and Remote Desktop Services (RDS), which enables and manages
communication between a user and a virtual desktop over the network. With the help
of a Remote Desktop Protocol, the user’s input is sent to a remote application and the
application’s output is then displayed on the user’s local device.

Thus, a Hyper-V VDI environment can be considered an alternative to traditional PC-
based infrastructure. In this case, real physical computers are replaced by virtual
desktops. Each user gets access to a dedicated VM that runs a separate OS (such as
Windows, Windows Server, and Linux). Some users may be given administrator rights,
which allows them to install or delete desktop applications, change system settings,
install system updates, etc.

To better understand why some business owners choose to build a VDI environment,
you need to understand how it works. In a nutshell, the Microsoft VDI technology
entails the following:

e Every end user can access their virtual desktop, which is stored on a centralized
server, from any device.

e An administrator can grant/deny users access to specific applications from a
central management console.

e An administrator can easily identify when licensing is going to expire and
determine whether any of your desktop instances requires updates.

e Aselected virtual desktop can be maintained and supported by an
administrator from a centralized server without having to disrupt the
production environment.

e Every end user is assigned a specific VM with dedicated resources. All VMs run
in isolation from one another, meaning that they cannot affect one another’s
performance and get hold of private data.

e All data are stored on a physical server in the data center, meaning that if a
virtual desktop fails, you can still retrieve the required information from a
remote server.

QCT
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Support and maintenance within the VDI environment are much easier
compared to that within a traditional PC infrastructure in that an administrator
can easily detect any issues and solve them from a centralized server.

An end user can connect to their virtual desktop using a thin client, zero client,
or thick client, as well as laptops or docking stations, tablets or phones. Note
that the device should be connected to a corporate network in order to
perform any |/O operations.
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QCT Deployment Lab

Hardware and Software for this Guide

Server Hardware BOM:

QuantaGrid D52BQ-2U (2~4 nodes) (Alias name: S5BQ)

SKU Description Qty per | Total Version

unit
Server D52BQ-2U 1 4 | BIOS: S2P_3B10
Platform BMC: 3.33
CPU Intel Xeon Gold 5118 CPUs 2 8
(2.3GHz, 12-core, 16.5MB cache)
Memory Samsung 32GB DDR4 2666MHz ECC- 16 64
Register DIMMs
Cache Samsung 1.92TB 2.5” SATA SSD 4 16 | 104Q
Storage Seagate 8TB 3.5” SATA HDD 8 32 | PNO1
(ST8OOONMOO055)
Boot Drive Intel 480G 2.5” SATA SSD 1 4| G2010140
HBA Card QCT LSI SAS 9305-16i - IT firmware 1 4 | FW:1B03
mode
NIC Card Mellanox Quanta OCP Mezz CX4, 1 4| FW:14.24.1000

Dual Port 25G

~10 ~
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Network:

Switch: 2x TOR QuantaMesh T4048-1X8D and 1x BMC QuantaMesh T1048-LY4R

Hardware:
The four servers were interconnected using Mellanox based 25GbE Ethernet RDMA cards that

also support DCB/PFC/ETS Ethernet switches.

The SSD (cache tier) + HDD (capacity tier) drives were added to a single Storage Spaces Direct
pool with multiple volumes based on the number of QCT S2D server nodes.

Software:
Each server ran Windows Server 2019 Datacenter Edition and participated in a Windows Failover
Cluster (required for S2D).

The volumes were configured for the operating system (OS) and data drives as 2-way mirrored
volumes, resulting in one local copy of data and one remote copy on other nodes.

Client user workloads were run in Hyper-V virtual machines, with Windows 10 adopted as the
guest OS and a few apps installed on windows 10 Enterprise Edition. Each VM was configured

with 2 virtual cores (mapped to 1 physical core) and 8GB of RAM.

The disks included are shown below:

Drive Size(GB) Purpose Note
C 40 Windows | Windows 10 client VM installed with
(ON) Sysprep and other apps
D: 100 User Data | Client user data file

~11 ~
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Prepare the QCT physical server node

Best practices dictate that with every new server deployment, the first task is to review
the system firmware and drivers relevant to the incoming operating system. If the
system has the latest firmware and drivers installed, it will expedite tech support calls,
and may reduce the need for such calls.

https://qct.io/product/index/Server/rackmount-server/2U-Rackmount-
Server/QuantaGrid-D52BQ-2U#download

~13 ~


https://qct.io/product/index/Server/rackmount-server/2U-Rackmount-Server/QuantaGrid-D52BQ-2U#download
https://qct.io/product/index/Server/rackmount-server/2U-Rackmount-Server/QuantaGrid-D52BQ-2U#download

In this tutorial, we will show how to set up Hyper-V VDI in Windows 2019 with the

following features:

e Hyper-V host (RD Virtualization Host)
e Service broker for the distribution of connections

e Setting up a collection

e Building a Windows 10 Gold image

e User Profile Disk (UPD)

QC

o

Composition:
Name IP Roles
QCT-PH-167.ws19demo.qct 10.106.5.167 RD Virtualization Host Server 1
QCT-PH-169.ws19demo.qct 10.106.5.169 RD Virtualization Host Server 2
RDS-APP-151.ws19demo.qct 10.106.5.151 Remote APP Publish Host
RDS-BRK-153.ws19demo.qct 10.106.5.152 Service Broker / License Manager
RDS-WEB-153.ws19demo.qct | 10.106.5.153 Web Access

For the realization of the tutorial, | used an AD server, dcO1.ws19demo.qct with the IP

address 10.106.48.100.

~14 ~
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Hyper-V VDI Components

In order to build a Hyper-V VDI environment using a Hyper-V virtualization platform,
you should have the following Remote Desktop Services enabled:

e Remote Desktop Virtualization Host, which is a server with the Hyper-V role
enabled. The hypervisor helps you host VMs and install desktop OSs on top of
them. This way, you can provision each end user with their own workstation.

e Remote Desktop Session Host, which allows multiple end users to access
Windows desktops and applications using the RemoteApp or the Remote
Desktop Connection client.

e Remote Desktop Connection Broker, which enables connection between end
users and specific virtual desktops. Remote Desktop Connection Broker can
identify whether a user is allowed to connect to a desktop instance and access
certain VM data and applications.

e Remote Desktop Gateway, which provides public users with a secure network
to connect to Windows desktops and applications.

e Remote Desktop Web Access, which enables users to access virtual desktops
and applications through a web page.

e Remote Desktop Licensing, which allows you to manage RD licensing within
your Hyper-V VDI environment and ensure that each user and device has an
RDS Client Access License (CAL).

~15 ~
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How to Deploy Hyper-V VDI

The entire setup process is complex enough to make some business owners abandon
the idea of building a Hyper-V VDI environment entirely. Below, | am going to describe
the step-by-step process of deploying Hyper-V VDI in Windows Server 2019.

This section describes which Remote Desktop role services should be installed for
Hyper-V VDI deployment.

Add DNS records

Create a type A record with the same name that will point to the IPs of your remote
desktop session host, as shown below.

£, DNS Manager - O ]

File Action View Help

es 2HEcE Bm a @@k

2 [ENS Mame Type Data - Timestamp
j Dot E—IWS‘I 6B0O-52D-fc Host (4) 10.16.0.91 12/18/2018 4:00:00 PM
v B dc0lws13demo.qct [El(same as parent folder) Host (4) 10.20.132.200 4/11/2019 1:00:00 PM
M f_'?""’:ﬂ': d:it(;gdz:r:?q Eldcoo Host (4) 10.20.132.200 static
T.’ ;v;‘l‘}demo.qt‘t E-lbonouipathdemo Host (4) 10.20.132.205 10/24/2019 5:00:00 PM
- Eéverse Lookup Zones E-l(same as parent folder) Start of Authority (SOA) [2143], dc01ws19demo.qe...  static
x Trust Points E-l(same as parent folder) Mame Server (MNS) dcllws19deme.qget, static
- Conditional Forwarders E—I(same as parent folder) Mame Server (M5) dellws19deme.qget, static
) Elrds Host (&) 10,106.5.153
E—Irds Host (A) 10.106.5.155
E—Irdsgw Host (4) 10.106.5.154

| added a record of type A rdsgw pointing to the IP of the server RDS-WEB-154 to be
able to use the gateway internally.

In production, it will be necessary to provide a recording on a domain accessible from
Internet of type A on a public IP and to set up a rule on router / firewall to authorize
the traffic on Port 443.

Server Manager - Add Servers in One Console
To use the Windows Deployment Tool, you must add the servers that make up the RDS
environment in one console.

~16 ~
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The following operations are to be done on the server RDS-BRK-152.ws19demo.qct.

From the Server Manager Dashboard, click Create Server Group

@~

I8 Dashboard

Server Manager * Dashboard -@ 1 [ e TS Gy

WELCOME TO SERVER MANAGER

Local Server

i
ii All Servers . .
o _ o Configure this local server
BE File and Storage Services P =
QUICK START
2 Add roles and features
3 Add other servers to manage
WHAT'S NEW o
4 Create a server group
5 Connect this s to cloud services
Hide
LEARN MORE

Name the group as QCT-RDS, select the servers and add them.

@ ¥ Server Manager * QCT-RDS

Ea=s SERVERS
]

iZE Dashboard B aiservers | 5 total

i Local Server

- Filter el - (") ¥

BE All Servers

18 DHCP Server Name  IPv4 Address Manageability

.i FlEre STz e b QCT-PH-167 1I].‘I06.5.1E?,10.1Dﬁ.?.16?.,k‘ll].106.8.167 Online - Performance counters not started

B Hyper-v QCT-PH-169  10.106.5.169,10.106.7.169,10.106.8.169  Online - Performance counters not started

o IS RDS-APP-151  10.1065.151 Online - Performance counters not started
RD5-BRE-152  10.106.5.152 Online - Performance counters not started
RDS-WEB-153 10.106.5.153 Online - Performance counters not started

~17 ~



Deploying RDS roles

The deployment of an RDS infrastructure is facilitated by the tool built into the server
managers, in a single manipulation the following roles will be installed:

e Hyper-V host (RD Virtualization Host)

e Connection Broker

e Remote Desktop Access via the Web

e RDS Licensing Server
Be sure to add all servers that will be part of the deployment to all servers in server
manager on connection broker.
1. From the Server Manager, click Manage > Add Roles and Features

Installation Type: Select Remote Desktop Services Installation

@ v Server Manager * QCT-RDS @1 F vamge oo
= SERVERS

E Dashboard l. All servers | 5 total

i vesl] S [ Add Roles and Features Wizard — O x

i All Servers

_. ( - . DESTINATION SERVER

i Fleandstor]  Select installation type No servers are seected.

QCT-RDS

Before You Begin Select the installation type. You can install roles and features on a running physical computer or virtual
= machine, or on an offline virtual hard disk (VHD).

) Role-based or feature-based installation
Configure a single server by adding roles, role services, and features.

P
®) Remote Desktop Services installation
Install required role services for Virtual Desktop Infrastructure (VDI) to create a virtual machine-based

or session-based desktop deployment.

~18 ~
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2. Deployment Type: select Standard Deployment

IFﬁ Add Roles and Features Wizard

Before You Begin

ervi

o
[s]
m
L

RD Connection Broker
RO Web Access

RL Session Host

Confirmaticn

DESTINATION SERVER

Select deployment type E———

Remate Dasktop Services can be configured across multiple servers or on one server.

(@) Standard deployment

A standard deployment allows you to deploy Remote Desktop Services across multiple servers,

) Quick Start

A Quick Start allows you to deploy Remote Desktop Services on one server, and creates a collection
and publishes RemotelApp programs.

< Previous | | Next > Deploy Cancel

3. Onthe Deployment Scenario select Virtual machine-based desktop deployment

& Add Roles and Features Wizard

Select deployment

Before You Begin

— "\S‘D

R H DESTINATIOM SERVER
th‘ﬂ a I'IO Standard deployment selected

Remaote Desktop Services can be configured to allow users to connect to virtual desktops, Remotedpp
programs, and session-based desktops.

Installation T

(®) Virtual machine-based desktop deployment

Virtual machine-based desktop deployment allows users to connect to virtual desktop collections
that include published RemoteApp programs and virtual deskteps.

RD Connection Broker
RD Web Access

RD Vi

ization Host

Confirmation

() Session-based desktop deployment

Session-based desktop deployment allows users to connect to session collections that include
published RemoteApp programs and session-based desktops.

X

~19 ~
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4. Specify Connection Broker, Web Access and RD Virtualization Host servers. When
you select RD Virtualization Host you will have the option to create a new virtual
switch. Check this if you want to allow the wizard to create a new virtual switch
within Hyper-V to be used for our virtual desktops.

i Add Roles and Features Wizard — O *

DESTIMATION SERVER
Standard deployment selected

Review role services

The following Remate Desktop Services role services will be installed and configured for this
deployment.

(O}
©

b Access collections and virtual de

Before You Begin

Installation Type

Remote Desktop Connection Broker
Remote Desktop Connection Broker connects or reconnects a client device to RemoteApp
programs, session-based desktops, and virtual desktops.

ole Services
Remote Desktop Web Access

Remote Desktop Web Access enables users to connect to resources provided by se
ke ections by using the Start menu

RD Connaction Broker

or a webo

LW

top co

RD Virtualization Host Remote Desktop Virtualization Host
Remote Desktop Virtualization Host integrates with Hyper-V to provide pooled or personal

virtual desktop collections by using RemoteApp and Desktop Connection.

ﬂl

Confirmation

ﬂ The credentials of the WST19DEMO\Administrator account will be used to create the
deployment.

{2 Add Roles and Features Wizard — O =

DESTIMATION SERVER
Standard deployment selected

Specify RD Virtualization Host server

Before You Begin % Select the servers from the server pool on which to install the RD Virtualization Host role service. If more

Installation Type than one server is selected, the RD Virtualization Host role service will be installed on all of them.
stallati ype

Deployment Type

' " i
Deployment Scenario

RD Virtualization H

Caonfirmation

RDS-APP-151.ws19dem...

QCT-PH-169.ws19demo.

RDS-BRK-152.ws19dem...

DM19-52D-fc.ws 19dem...

QCT-PH-167.ws19demo....
RDS-DKP-155.ws19dem...

RDS-WEB-153.ws19dem...
QCT-PH-168.ws19demo....

10.106.5.151
10.106.5.169,1...
10:106.5.167,1..,

10.106.5.152

RDS-DKP-154.ws19dem...

10.106.5.153
10.106.5.168,1...

Selected
R ET Computer
LOESSces Filter: |
RD Connection Broker 4 WS19DEMO.QCT (2)
n . Mame IP Address Operating QCT-PH-167
RD Web Access 7
< QCT-PH-169

9 Computer(s) found

Create a new virtual switch on the selected servers

2 Computer(s) selected

~20~




5. Check the box [Automatically restart the destination server] if necessary, then click

on the Deploy

Fﬁ'; Add Roles and Features Wizard

Confirm selections

Before You Begin

Confirmation

DESTINATION SERVER
Standard deployment selected

To complete the installation, the RD Virtualization Host servers must restart. Once installation is
complete on the remote servers, the local server will be restarted.

RD Connection Broker (1 server selected)
RDS-BRK-152.ws19demo.qet
RD Web Access (1 server selected)
RDS-WEB-153.ws19demo.get
RD Virtualization Host (2 servers selected)
1. The following servers may restart after the role service is installed.

QCT-PH-167.ws19demo.qct
QCT-PH-169.ws19demo.qct

New virtual switch

Yes

Restart the destination server automatically if required

Fﬁ Add Roles and Features Wizard

View progress

DESTINATION SERVER
Standard deployment selected

The selected Remote Desktop Services role services are being installed.

Server Progress Status
RD Connection Broker role service

RDS- | In Progress
BRK-152ws19demo.qct Installing...

RD Web Access role service

RDS- Pending
WEB-153.ws19demo.qct

RD Virtualization Host role service

QCT-PH-167.ws19demo.qget Pending

QCT-PH-169.ws19demo.qet Pending

~21 ~
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6. Configure the Deployment

Let’s use Server Manager to edit our RDS deployment.

There are two new sections. Active Directory and Export Location. On the Active
Directory section, we are configuring permissions so that our connection broker
can join a VDI's domain. Broker will require full control. As noted earlier, we
already created new OU called RDS-Demo.

Active Directory Users and Computers - D
Fie Action View Help —
@l saly Last installed updates
7 ctve Directory Users ana €| 7@ Menaged By | Obiec Securty COM- Aftibute Editor mpm‘—‘ s Update
% Saved Queries Group or user names cked for updates Vesterday t 1
- £ wt9demo.qet B Admiistrators (WS19DEMON - 4 4uanced Security Settings for RDS-demo o x

| Builtin 2 Account Opersters (WS19DE
§i2 Print Operators (WS19DEMO
B2 Pre-Windows 2000 Compatibl

| Computers
7| DemoSite

= Domain Controllers | | S8 ENTERPRISE DOMAIN CON | Owner: Domain Admins (WS19DEMO\Domain Admins]  Change
| ForeignSecurityPrinci

Keys Permissions Audiing  Effective Access
| LostAndFound

For additional information, double-click a permission entry. To medify a permission entry, select the entry and click Edit (if available)

| Managed Service Acg  Pemissions for RDS-BRK-1528

“| Program Data Ful control Permission entries:
=] RDS-demo Read - -
51 seson’ e Type  Principal Access Inherited frem Applies to ~
Create dl chid ofects Deny _Evervone Speciel None This object only
Defete all chid abjects 2 Allow  RDS-BRK-1525 Create/delete Comput... None This object and all descendan...
2 Allow  RDS-BRK-152§ Full control Nene Descendant Computer objects
“| NTDS Quotas Forspecial pemssions or advance | [T Allow  Account Operators WSTGDE..  Create/delete InetOrg..  Mone This object only
“| TPM Devices 88 Allow  Account Operators (WS1SDE...  Create/delete Comput... None This object only
82 Allow  Account Operators (WS19DE...  Create/delete Group 0. None This object only
S8 Allow  Print Operators (WS19DEMO...  Create/delete Printer o... None This abject only
OK Ci | |£2 Allow Account Operators (WST9DE.. Create/delete User obj.. Nene This object only
Ll H2 Allow  Domain Admins (WS19DEM...  Full control None This object only
H2 Allow  ENTERPRISE DOMAIN CONT... Special None This abject only v
Server Name ' ID ity Sourc Add Remove View Restore defaults

QCT-PH-168 10028 Error

e LR ML i

Micro:

Disable inheritance

Manage

“ Remote Desktop Services * Collections

] COLLECTIONS

Last refreshed on 3/2

5:17:55 PM | All collections | 0 total

Name Type  Size

10ST SERVERS

ast refreshed on 3/

CONNECTIONS
d on

TASKS ¥

5:17:55 PM | All sel Last refres|

el

o

Server Name  Type Virtual Desktops  Allow New Con Collection Name ' Server FQDN User Session State | Virtual Desktop
QCT-PH-167 RD Virtualization Host 5 N/A
QCT-PH-169  RD Virtualization Host 0 N/A

~22 ~
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[ Deployment Properties

Active Directory -

Export Location +

Configure the deployment
Show A
RD Gateway + Active Directory configuration
RD Licensing +
The RD Connection Broker server must have permissions to join virtual desktops to the
RD Web Access + domain. Choose the organizaticnal unit and configure the appropriate permissions. If you
Certificates + do not have sufficient permissions, you can generate a script to run on the Active Directory

domain controller,

® Select the Grgarlb,ational unit:

Domain:

ws19demo.gct e

Organizational unit:

RDS-demo e

() Specify the distinguished name of the organizational unit:

o The specified Active Directary Domain Services organizational unit is configured with
the appropriate permissions to automatically create new virtual desktops.

| Generate Script... |

| | Cancel Apply

7. Export Location

2]
(@
qf

The export location is a global setting that applies to all collections in the
deployment. When you create a managed collection (a collection that is based off
of a “Gold” image is part of the managed collection), we have to export the Gold
image to this location and store it using the collection name.

[ Deployment Properties

Configure the deployment

/

Show Al
RD Gateway + Virtual Desktop Export Location
RD Licensing +

The virtual desktop template is used to automatically create virtual desktops in a virtual

RD Web Access * desktop collection, and is copied to the following export location.
Certificates + Export location:
Active Directory + Y\RDS-BRE-1532\RCVirtual DesktopTemplate

Export Location -
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8. Create a “Gold” image

| will use Windows 10 Enterprise iso file and create a template with some
applications on it. Now when you are done, create a checkpoint before running
Sysprep. Doing this will give you an option to revert to point before Sysprep.
Once done, run Sysprep with command

%WINDIR%\system32\sysprep\sysprep.exe /generalize /shutdown /oobe

=& Hyper-V Manager

File Acticn View Help

&= 55 BE
Hyper-V Manager
ﬁm RDS-BRK-152 Virtual Machineh
Mame - State CPU Usage Assigned Memaory Uptime
B W10pooled off
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Remote Desktop Services License Manager

The license manager allows users or devices that connect to the RDS farm to issue an
access license (CAL).

Only one licensing mode for the RDS farm can be configured: users or devices. A
license server can distribute several types of licenses and different versions
(2008/2012 ...).

Installation

1. From Server Manager, on the RDS farm overview, click License Manager to open
the wizard.

Server Manager * Remote Desktop Services * Overview

Overview

Servers
Collections

RDS-RD1demo
LEARN MORE

@ DEPLOYMENT OVERVIEW

RD Connection Broker server: RDS-BRK-152.ws19demo.qct TASKS =

Managed as : WS19DEMOVAdministrator

2 ®

RD Web Access RD Gateway RD Licensing

(O}

RD Connection Broker

[ -

RD Virtualization Host RD Session Host
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2. Add the server that will receive role and click Next.

f& Add RD Licensing Servers

Select a server

This wizard allows you to add RD Licensing servers to your deployment. Select the servers on which
to install the RD Licensing role service.

Confirmaticon
S EIECtEd

Computer

Server Selection

Filter: | |

4 _WS19DEMO.QCT (1)
Name IP Address Operat RDS-BRE-152

RDS-BRK-152.ws19dem...  10.106.5.152
RDS-APP-151ws19dem...  10.106.5.151
RD5-DEP-153.ws19dem...  10.106.5.153
RD5-DEP-155.ws19dem...  10.106.5.155
RDS-WEB-154.ws19dem... 10.106.5.154

5 Computer(s) found 1 Computer(s) selected

ﬂ The credentials of the W519DEMC\Administrator account will be used to add the servers,

Cancel

3. Theinstallation is complete, click Close to exit the wizard.

= AddRD Licensing Servers

View progress

The role service is being installed on the following servers,

Server Pragress
Remote Desktop Licensing role service

RDS- . Succeeded
BRK-152.ws19demo.qgct

Review RD Licensing properties for the deployment

~26 ~
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Configuring the Remote Desktop Services Licensing Mode

1.

©
0
-

From the overview, deployment overview, click on TASKS / Edit Deployment

Properties.

Server Manager * Remote Desktop Services * Overview

—
Overview

Servers
Collections

RDS-RD1demo

LEARN MORE

@ DEPLOYMENT OVERVIEW

Virtual machine-based desktop deploy
Add RD Virtualization Host servers

e virtual desktop collections

RD Connection Eroker server: RDS-BRK-152.ws19demo.qct

ment

Session-based des

e Add RD Session

e Create session ¢

DEPLOYMENT SERVERS
Last refreshed on 12/17/2019 |

RD Web Access

Managed as : WS19DEMO\Administrator

R

RD Gateway

()

RD Connection Broker

ez

dit Deployment Properties

Connect to Another Deployment

Refresh

RD Licensing

erver FLUN

RDS-BRK-152.WS19DEMO.CH
RDS-BRK-152WS19DEMO.Q!
RDS-DKP-153.ws19demo.get
RD5-DKP-155.ws19demo.get
RDS-WEE-154.ws19demo.qct|
RDS-WEB-154.ws19demo.qct|

2.

Select the license mode then click on Apply and OK.
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[z Deployment Properties - O x

Configure the deployment

Show Al
RD Gateway + RD Licensing

RD Licensing =

Select the Remote Desktop licensing mode:
RD Web Access +

- () Per Device
Certificates + _
® Per User

Specify a license server, and then click Add:

Select the order for the Remote Desktop license servers:
The RD Session Host server or the RD Virtualization Host server sends requests for licenses
to the specified license servers in the order in which you list them,

RD5-BRK-152.ws19demo.gct Maove

Remove

0K | | Cancel Apply

Add licenses

1.

Open the console, from Server Manager, click Tools / Remote Desktop Services /
Remote Desktop Licensing Manager.
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Manage

Companent Services
mg Computer Management
Defragment and Optimize Drives
Disk Cleanup

Event Viewer

iISCSI Initiator
Local Security Policy
Microsoft Azure Services

ODBC Data Sources (32-bit)

DEPLOYMENT SERVERS ODBC Data Sources (64-bit)

bt 5 reshed on 12/17/2 0:10:27 PM | A 5 .
Last refreshed on 12/17/2019 10:10 M | All RDS Perfarmance Manitor

Print Management

Filter il
Recovery Drive
Coomene LOWNIKL loctallod Dolo ©on Rengtry EdItCII'
Remaote Desktop Licensing Manager e | Remote Desktop Services »

RDS-BRK-T2ZWST9DEMO.QCT RD Connection B Resource Monitar

RDS-BRK-152WS19DEMO.QCT  RD Licensing Services

2. Before adding licenses, activate the server, right click on the server and click
Activate server.

14 RD Licensing Manager

Action  View Help

Name Activation Status Discovery Scope Configuration

== RDS-BRK-152

Review

Refresh
Review Configuration...

Install Licenses

Activate Server k
Advanced »
Create Report »
Delete Reports...

Manage Licenses

Properties
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3. Toleave the Connection Method screen, click Next.
Activate Server Wizard

Connection Method
Select the most appropriate connection method.

The connection method selected for license server activation will also be used to contact
the Microsoft Clearinghouse when licenses are installed.

To change the connection method after activation, go to the Connection Method tab of
the license servers Properties dialog baox.

Connection method:
Automatic connection [recommended)
Description: This is the recommended method. The license server wil

automatically exchange the reguired information with the
Microsoft Clearinghouse over the Intemet.

Requirements: The computer must be able to connect to the Intemet by
using a Secure Sockets Layer (S5L) connection.

Cancel
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4. Enter Company Information and click Next.

Activate Server Wizard

Company Information

Provide the requested company information.

Enter your name, company name, and country/region information.

This information is reguired to proceed.

First name: |:'-'v:|min

Last name: |HD5

Company: |QCTdemu:u

Country or Region: Taiwan

Mame and company information iz used only by Microsoft to help you if you need
assistance. Country/Region is required to comply with United States export restrictions.
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5. Enter contact information (optional) and click Next.

Activate Server Wizard

Company Information
Enter this optional information.

Email: |rd'|au:|min @qctdemo.com

Organizational unit: | RD1 RDS demal

Compary address:

City:

State/province:

Postal code:

if provided, the aptional information entered on this page will only be used by
Microsoft support professionals to help you f you need assistance.
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6. The server is now activated. When you click Next, the Install License Wizard will
launch.

Activate Server Wizard

Completing the Activate Server
Wizard

You have completed the Activate Server Wizard.

Status:

The license server has been successfully activated.

Toinstall licenses. click Mext.

To postpone license installation, clear the Start Install
Licenses Wizard now check box, and then click Finish.

Start Install Licenses Wizard now

~33~
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7. When the Install Licenses Wizard launches, click Next.

Activate Server Wizard

Welcome to the Install Licenses
Wizard

Thig wizard will install licenses onto your Remote Desktop
licenze server.

fou will need your license purchase information faor
example, retail license codes ar volume license agreement
number) to complete this wizard.

License server settings
Activated for: QCTdemo
Connection method:  Automatic connection {recommended)
License program: License Pack (Retail Purchase)
To change the connection method, click Cancel, and then go

to the Connection Method tab of the license server's
Properties dialog box.
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8. Select license type and click Next.

Activate Server Wizard

License Program

Choose the appropriate license program.

Every client that is connecting to a Remote Desktop Session Host server or a virtual
desktop in @ Microsoft Virtual Desktop Infrastructure must have a valid license. Select
the license program through which you purchased your licenses.

License program: License Pack (Retail Purchase)

Description: Thig iz a license purchased in preset quantities through a
retail store or other reseller. The package may be labeled
"Microsoft Windows Client License Pack™.

Format and location: The license code from the License Pack will be required.
The license code is a sequence of five sets of five
alphanumeric characters.

Werify that your license information is similar to the sample before continuing.

Cancel
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9. Enter the license information and click Next.
Activate Server Wizard
License Code

Enter the license code found in your product packaging.

Type in the license code for each license you have purchased, and then click Add after
entering each license code. The format for the license code is 5 sets of 5 alphanumeric
digits.

License code:

License codes entered:

License Code Status Product Type

cCl—— Pending Windows Server 201¢
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10. Click Finish to close the wizard.

Activate Server Wizard

Completing the Install Licenses
Wizard

Wizard.
g Installed:

50 Windows Server 2019 - RDS Per User CAL
installed

(‘h You have successfully completed the Install Licenses
A

The requested licenses have been successfully installed.

< Back Cancel
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11. The licenses are now visible on the server.

1,71 RD Licensing Manager

Action  View Help

=55 All servers
B0 cricis2
=1 Windows 2000 Server - Built-in TS Per Dev
=1 Windows Server 2019 - Installed RDS Per L
) Reports

License Version and Type

[Z1 Windows 2000 Server - Built-in TS Per De...
Z1Windows Server 2019 - Installed RDS Per ...
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Setting up a collection

A collection allows remote desktop configuration by specifying the hosts that make up
the collection and who can access it.

It is at the collection level that the use of User Profile Disks (UPDs) and applications
published in RemoteApp via Web Access is configured.

Create a collection

1. From the Server Manager on the collections management page, click on TASKS and
Create a virtual desktop collection.

Server Manager

« Remote Desktop Services * Collections c@ | F | Mansge Tooks  vew Hep

Overview 3/3/2020 1:29:23 AM | Al collections | 0 total

Servers 2 Create Virtual Desktop Collection
Filter ® G - —

Collections

Edit Deployment Properties

2. Enter the name of the collection and click Next.

f2 Create Collection — O >

Name the collection

Defore You Bagin A virtual desktop collection name is displayed to users when they log on to a Remote Desktop Web
= Access server.

Collection Name

Collection Type Mame
|VDI-Deslcto|:u|
Virtual Desktop Template
Description (optional)

< Previous | | Mext » Create Cancel
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3. Specify the collection type as [Pooled virtual desktop collection].

fz, Create Collection — O >

Specify the collection type

Before You Begin The virtual desktop collection type determines whether a user is assigned a temporary virtual
desktop or if they are assigned a personal virtual desktop when connecting to a collection.

(®) Pocled virtual desktop collection

) Personal virtual desktop collection
Automatically create and manage virtual desktops

Capabilities of this virtual desktop collection include:
+' MNew virtual desktop creation based on virtual desktop template
+/ Recreate virtual desktop based on virtual desktop template
+/ Store user settings on a user profile disk
Permanent user assignment to the virtual desktop

Administrative access on the virtual desktop

Cancel

| < Previous | | Next »

4. Specify the virtual desktop template (Pre-created on the Virtualization Host
Server).

&2 Create Collection — O >

épecify‘ the virtual desktop template

Before You Begin Virtual desktops in this collection are created by duplicating the virtual desktop template.

Callection Name

Available Virtual Desktop Templates:
Virtual Desktop RD Virtualization Host Server
W10-pooled  QCT-PH-167.ws19demo.qct

Cancel

< Previous | | Next >
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5. Use unattended installation setting (Or you can create your own customized
Sysprep answer file).
- _________________________________________________________________________________________________|

[ Create Collection — O *

Specify the virtual desktop settings

Virtual desktop settings are used to configure virtual desktops that are being created from the
virtual desktop template. An answer file is used for the configuration.

(®) Provide unattended installation settings
() Use an existing Sysprep answer file

Location of answer file

o For security reasons, the local Administrator account on the virtual desktop must be disabled.

If you are providing a Sysprep answer file, you must add the appropriate entry in the file to
disable the account.

< Previous | | Next =

Cancel

6. Specify the Domain OU.

Fﬁ'. Create Collection

Specify the unattended installation settinggy

Before i The unattended installation settings are applied to new virtual desktops that are created from the

virtual desktop template in this collection.

Collection Name

Collzction Type Time zone

(UTC-08:00) Pacific Time (US & Canada)

Virtual Desktop Template

(@) Select the organizational unit:

Active Directory domain name:

Unattended Settings pelionogcs :

and User Groups Active Directory Domain Services organizational unit (OU)
RDS-demo v

() Specify the distinguished name of the organizational unit:

0 The appropriate permissions will be configured automatically on the specified organizational
unit{OU); however, the Domain Computers OU in Active Directory is not automatically
configured. If you do not have the required permissions on the domain controller, you could
generate a script to configure the permissions. Generate script

< Previous | | MNext =

Create Cancel
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7. Add the users and groups that can access the collection.

Fﬁ'. Create Collection

Specify users and user groups

Before You Begin
Collection Name User Groups

WS19DEMONrds-users

Virtual desktops to be created in the collection

20

desktop.
Prefi Suffix:
vDI- 0

Preview: VDI-0...

Add the user groups that should have access to connect to the collection.

< Previous | | Next =

Add

Remove

Specify characters that should be added to the beginning or end of the name of each virtual

Create Cancel

8. Specify Virtual desktop allocation.

Fﬁ'. Create Collection

Specify virtual desktop allocation

Before You Begin

Total number of virtual desktops to be created: 20 (Allocated: 20)

If you need more granular control over where the virtual desktops are created, specify how many virtual
desktops to create on each RD Virtualization Host server by using the New Virtual Deskt{/\\?s column.

RD Virtualization Host Serve  Mermory Processor

QCT-PH-167.ws19demo.g  51200GE  Intel(R) Xeon(R) CPU E5-2680 0
QCT-PH-169.ws19demo.qg  531200GE  Intel(R) Xeon(R) CPU E5-2680 0

< Previous | | Next >

Existing Virtui New Virtual Deskt

10

Cancel
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9. Specify virtual desktop storage.

2]
-

[ Create Collection — O e

Specify virtual desktop storage

Select the type of storage, and then specify the path for the virtual desktops. You may specify a different path

Before ¥
for the parent virtual hard disk, which may improve performance.

(Z) Store on each RD Virtualization Host server.

e e (e () Store on a network share:
Virtual Desktop Settings

Unatiended Settings

(®) Store on a Cluster Shared Volume (CSV):

CAClusterStorage'wvol 12WDI-deskto p4

Confirmation

Cancel

< Previous | | Next >

10. Specify user profile disks.

f= Create Collection — O e

Specify user p%roﬂle disks

Before You Begin User profile disks store user profile settings and data in a central location for the collection.

Collection Name Enable user profile disks

Location of user profile disks:
| CAClusterStoragetvol 1WDI-U Plj

Maximum size (in GB):

20

s and User Groups

2l Desktop allocation

User Prcfile D

Confirmation

0 The servers in the collection must have full contral permissions on the user prefile disk share,
and the current user must be a member of the local Administrators group on that server.

Cancel

< Previous | | Mext »
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11. Start to create virtual desktop (VMs)

[ Create Collection

View Progress [

Exporting the virtual desktop

The virtual desktops are being created in the virtual desktop collection.
|

o The virtual desktops in the virtual desktop collection are being created. Depending on the size of the
virtual desktop collection, this may take a while to complete. You may close the wizard and monitor the
progress by right-clicking the collection in the collections tile and then clicking Task Status Details’.

< Previous Mext » Close Cancel

12. When the progress is done, open one of the VDI desktop VM to check the user’s
desktop.

&3 VDI-0 on QCT-PH-167 - Virtual Machine Connection
File Action Media Clipboard View Help

@WO@O | n | f

Networks

T;' Network
L3

Do you want to allow your PC to be
discoverable by other PCs and devices
on this network?

We recommend allowing this on your
home and work networks, but not
public ones.

Status: Running i

It is possible to deploy several collections on the same RDS deployment, which allows

pooling broker services and web access. The remote desktop session hosts are
dedicated to a collection.
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About QCT

Quanta Cloud Technology (QCT) is a global data center solution provider. We
combine the efficiency of hyperscale hardware with infrastructure software
from a diversity of industry leaders to solve next-generation data center design
and operation challenges. QCT serves cloud service providers, telecoms and

enterprises running public, hybrid and private clouds.

Product lines include hyperconverged and software-defined data center
solutions as well as servers, storage, switches and integrated racks with a
diverse ecosystem of hardware component and software partners. QCT
designs, manufactures, integrates and services cutting-edge offerings via its
own global network. The parent of QCT is Quanta Computer, Inc., a Fortune

Global 500 corporation. www.QCT.io.
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