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Azure Stack HCI and Windows Server Software Defined (WSSD) Program are both
invitation-only program by Microsoft in which solution providers design hyper
converged infrastructures with Windows Server technologies.

After goingl KNP dzZ3 K aAONRaz2¥FiQa OFItARFGA2Y - YR NBI
configured with certified components, tested and certified by QCT.

Microsoft Cloud Ready Appliances integrate all of Microsoft Windows Serv8iISHIRC
technologies software-defined compute, storage and networking virtualization and
securityt into a hyper converged appliances and disaggregated appliances. This
optimized modular appliance is easy to use, agile, scalable and-adg platform

from four nodes to sixteen nodes in thersa cluster to handle a variety of virtualization
workloads and to address current needs while preparing for future requirements.

w9+L{Lhb{

Version Date Description Authors

1.0 10/08/2019 First Publish Bono Hsueh
1.1 10/17/2019 Add Materials Bono Hsueh
1.2 10/24/2019 Add Materials Bono Hsueh
1.3 10/30/2019 Add Materials Bono Hsueh




/| hb¢9b¢{

ADSTIACT. ...t 1
REVISIONS . ... eer e e e et e e e anmes 2
L0 0 1\ I N 1 T 3
Windows Server 2016/201%5torage Spaces Direct (S2D)...........evveeenenee. 4
T oo [8 Tox i [0 o 4
Storage Space Direct (S2D) Key DENEILS..........uvuvveiiiiiiiiiiiieenseee e 5
S2D USE CaSES. ... eieeitiiiee e ettt ettt e e e et et e e e e e e e e et b e e e e e e rera e eas 6
HOW T WOTKS ...ttt e e e e e e e e e st ban e e e e e e e e eeas 8
QCT Deployment Lab..........ooviiiiiiiiiiiiieiiiiien e vmn e e eeaens 12
1. Hardware for thiS GUITE...........cooeiiiiii it eaenee 12
2. Server Nodes / Network Diagramm.............coovvviiiiiieeeieeeieeeiieeeinnrenennennnnnann 13
3. Prepare the QCT physical server NOde............ccoovvvvvvieeveveeeeeiiiiiiiinniinnnnnnnns 14
4. Install Windows Server 2019 QS......ccviiiiiiiiiiiiiiiiiiiiee e ssivreeree e 21
5. Install Hardware Drivers and Windows Roles/ Features.................cc..uu... 26
6. Create Failover Cluster and Enable S2D............ccccociiiiiiiiiiiiiiiieee 30
Scaleout storage SOIULION. .........viiieiie e e e eere e e eees 34
1. Deploy Windows Admin Center and QCT Management.Suits.................. 34
2. Integrated with hybrid storage management by WAC............oooiiiiiiveenenn. 45
3. Config Azure Backup in Windows Admin Center.............ccccuvveeeeeeeeeeennnnne 49
4. Config Azure File Sync in Windows Admin Center..........ccccccoevviiniiivinnnnnn. 52
7Y o0 1 1 B L S A PRSP 53


file:///F:/_My_DOC/_20191014Badge_1.5/QCT_WS2019_S2P_depguide_scale-out1910v1.3.docx%23_Toc23342772

QCT

2 AYR2 H {1 SHBIEIS NJ ,
{

6 &
{02N) 3S

Introduction

Windows Server 201@itroduced Storage Spaces Direct (S2D), which enables building

highly available storage systems which is virtual shared storage across the

serversusingt 2 O f RA&1a® ¢KA& Aa | aAIYyAFAOLyG ai
Server Softwarglefined Storage (SDS) aisimplifies the deployment and

management of storage and also unloties use of new classes of disk devices, such

as SATA and NVMe disk devices, that were previously not possible with clustered

Storage Spaces with shared disksth Windows Server 2018019 S2D, you can now

build HA Storage Systems using storage nodes with only local stbtgmnsists of

internal disk devices.

LJ- OS&a 5ANBOI

Storage Spaces Direct with internal disks
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Storage Spaces Direct uses industigndard servers with locattached drives to

create highly available, highly scalabt#tware-defined storage at a fraction of the

cost of traditional SAN or NAS arrays. Its converged or hymererged architecture
radically simplifies procurement and deployment, while features like caching, storage
tiers, and erasure coding, togetherttvithe latest hardware innovation like RDMA
networking and NVMe drives, deliver unrivaled efficiency and performance.

Storage Spaces Direct is included in Windows Server201%Datacenter Edtion.

Failover cluster
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Storage Space Direct (S2D) Key benefits

00:15

Simplicity.Go from industrystandard servers running
Windows Server 2016 to your first Storage Spaces Direct
cluster in under 15 minutes. For System Center users,
deployment is jusbne checkbox

Unrivaled PerformanceWhetherit beingall-flash or hybrid,
Storage Spaces Direct easily exceEsl3,000 mixed 4k
random IOPS per serveiith consistery andlow latency
thanks to its hyperviseembedded architecture, its built
read/write cache, and support for cuttirgdge NVMe drives
mounteddirectly on the PCle bus.

Fault ToleranceBuilt-in resiliency handles drive, server, or
component failures with continuous availability. Larger
deployments can also be configured fdrassis and rack fault
tolerance When hardware fails, just swap it out; the softwai
heals itself, with no complicated management steps.

Resource Hiciency.Erasure coding delivers up to 2.4x
greater storage efficiency, with unique innovations lileeal
Reconstruction Codesndreaktime tieringto extend these
gains to hard disk drives and mixed hot/cold workloads, all
while minimizing CPU consumption to give resasrback to
where they're needed mostthe VMs.

Manageability.UseStorage QoS Contrdis keep overly busy
VMs in check with minimum andaximum pefVM IOPS
limits. TheHealth Servic@rovides continuous buiin
monitoring and alerting, and new APIs make it easy to colle
rich, clusterwide performance and capacity metrics.

Scalability.Go up to 16 servers and over 400 drives, for
multiple petabytes of storage per cluster. To scale out, sim|
add drives or add more servers; Storage Spaces Direct will
automatically onboarshew drives and begin using them.
Storage efficiency and performance improve predictably at
scale.
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https://channel9.msdn.com/blogs/hybrid-it-management/demo-creating-a-storage-spaces-direct-hyperconverged-cluster-using-system-center-2016-vmm
https://blogs.technet.microsoft.com/filecab/2016/07/26/storage-iops-update-with-storage-spaces-direct/
https://blogs.technet.microsoft.com/filecab/2016/07/26/storage-iops-update-with-storage-spaces-direct/
https://technet.microsoft.com/en-us/windows-server-docs/failover-clustering/fault-domains
https://technet.microsoft.com/en-us/windows-server-docs/failover-clustering/fault-domains
https://www.microsoft.com/en-us/research/publication/erasure-coding-in-windows-azure-storage/
https://www.microsoft.com/en-us/research/publication/erasure-coding-in-windows-azure-storage/
https://blogs.technet.microsoft.com/filecab/2016/03/25/storage-spaces-direct-in-technical-preview-4/
https://technet.microsoft.com/en-us/windows-server-docs/storage/storage-qos/storage-qos-overview
https://technet.microsoft.com/en-us/windows-server-docs/failover-clustering/health-service-overview
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S2D Use Cases

There are two targeted deployment scenarios for Windows Server/2016 Storage
Spaces Directdyperconverged & Disaggregatedothcases provide storage for
HyperV, specifically focusing on Hypéraa$S (Infrastructure as a Service) for Service
Providers and Enterprises.

1. Theconvergeddeployment option, also known aksaggregatedlayers a Scaleut
File Server (SoFS) atop Sta&paces Direct to provide netweaktached storage over
SMB3 file shares. This allows for scaling compute/workload independently from the
storage cluster, essential for largecale deployments such as HypétaaS
(Infrastructure as a Service) for seevjgroviders and enterprises.
Thedisaggregatedleployment scenario has the Hyp®rservers (compute
component) in a separate cluster from the Storage Spaces Direct servers (storage
component).

Storage Spaces Direct

Converged

Storage and compute in separate clusters
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2. Thehyper-convergeddeployment option runs HypeV virtual machines or SQL
Server databases directly on the servers providing the storage, storing their files on the
local volumes. This eliminates the need to configure file server access and permissions,

and reduces hardwareosts for smaito-medium business or remote office/branch
office deployments.

lyper-V Virtual Machines

Storage Spaces Direct

Hyper-Converged

One cluster for compute and storage

When deciding which option works best for your situation, rementhat hyper
converged has less complexity because of the unified compute and storage, while
converged prodes more flexibility to scale storage and compute independent of one
another.

Large scale infrastructures will typically use converged to allow for the independent
scaling, whereas smaller systems can benefit from the simplicity of fogrererged.
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Storage Spaces Direct is the evolution of Storage Spacdy,ifirstduced in Windows

Server 2012. It leverages many of the features lygaueknown today in Windows

Server, such as Failover Clustering, the Cluster Shared Volume (CSV) file system, Server
Message Block (SMB) 3, and of course Storage Spaces. It also introduces new
technology, most notably the Software Storage Bus.

Here's an overview dhe Storage Spaces Direct stack:

Cluster

Cluster Shared ReFS Volumes

Hyper-V Virtual Machines

SMB3 File Shares \\FileServer\Share

C\ClusterStorage\Volume

Storage Spaces

Cluster

— UL — L
I I I Server @ K_J Server @ K_/ Server @

Ethernet + RDMA

NEW! Software Storage Bus

Local HDD + SSD Local HDD + SSD Local HDD + SSD

Storage Spaces Direct Stack
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Networking Hardware Storage Spaces Direct uses SMB3, including SMB Direct and
SMB Multichannel, over Ethernet to communicate between servers. We strongly
recommend 10+ GbE with remaotirect memory access (RDMA), eithé/ARP or
RoCE.
Storage HardwareFrom 2 to 16 servers with loeattached SATA, SAS, or NVMe
drives. Each server must have at least 2 sstigde drives, and at least 4 additional
drives. The SATA and SAS devices should be behindlauscstlapter (HBANd SAS
expander.
Failover ClusteringThe builtin clustering feature of Windows Server is used to
connect the servers.
Software Storage Bus'he Software Storage Bus is new in Storage Spaces Direct. It
spans the cluster and establishes a softwdedined storage fabric whereby all the
AaSNIBSNE OFy aS$sS Fftf 2F SIFIOK 20KSNRa 20! f
Storage Bus Layer CachigheSoftware Storage Budynamically binds the fastest
drives present (e.g. SSD) to slower drives (e.g. HDDSs) to provide-seleveead/write
cading that accelerates 10 and boosts throughput.
Storage PoolThe collection of drives that will form the basis of Storage Spaces is
called the storage pool. It is automatically created, and all eligible drives are
automatically discovered and added to\Wl¥e strongly recommend you use one pool
per cluster, with the default settings.
Storage Spaceg. 1 2 N} 3S { LJ OSa LINPGARSAa Fldz G G2t SN
usingmirroring, erasure coding, or bottyou can think of it as distributed, software
defined RAID using the drives in the pool. In Storage Spaces Direct, these virtual disks
typically have resiliency to two simultaneous droreserver failures.
Resilient File System (ReFBEFS is the premier filesystem purplydeuilt for
virtualization. It includes dramatic accelerations for .vhdx file operations such as
creation, expansion, and checkpoint merging, and bnitthecksumsa detect and
correct bit errors. It also introduces retiine tiers that rotate data between scalled
GK2G¢ ' yR aO2f Riimedbasedh Bde. G A SNAR Ay NBI f
Cluster Shared Volume3he CSV file system unifies all the ReFS volumes into a single
namespace accessible through any server, so that to each server, every volume looks
YR FOGa tA1S AdQa Y2dzyiSR t20Ftfeod
ScaleOut File ServerThis final layer is necessdoy converged deployments only. It
provides remote file access using the SMB3 accessqubto clients, such as another
cluster running HypeV, over the network, effectively turning Storage Spaces Direct
into network-attached storage (NAS).



https://blogs.technet.microsoft.com/filecab/2016/09/06/volume-resiliency-and-efficiency-in-storage-spaces-direct/
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Software Storage Bus Bandwidth Management
Software Storage Bus also implements a fair access thigotiat ensures fair device
access from any server to protect against one server starving out other servers. It also
implements an algorithm for 1O prioritization that prioritizes Application 10, which
usually is 10 from virtual machines, over systemwlch usually would be rebalance
or repair operations. However, at the same time it ensures that rebalance and repair
operations can make forwarithe progress. Finally, it implements an algorithm that de
randomizes 10 going to rotational disk devices twala more sequential IO pattern on

these devices, despite the IO coming from the application (virtual machines) being a
random 10O pattern.

Software Storage Bus Cache

Software Storage Bus implements a caching mechanism, which is known as Storage
Bus CacheThe Storage Bus Cache is scoped to each server (per node cache) and is
agnostic to the storage pools and virtual disks defined in the system. Storage Bus
Cache is resilient to failures as it sits underneath the virtual disk, which provides
resiliency bywriting data copies to different fault domains, which by defaurk

storage nodes. When Storage Spaces Direct is enabled in a cluster, Software Bus Cache
identifies which devices to use a caching devices and which devices are capacity
devices. Caching diees cache data for the capacity devices, essentially creating
hybrid disks. Once it has been determined whether a device is a caching device or a
capacity device, the capacity devices are bound to a caching device in a round robin
manner, as shown in thiellowing diagram. Rebinding will occur if there is a topology
change, such as if a caching device fails.

Caching Devices

Capacity Devices

~10~
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The behavior of the caching devices is determined by the actual disk configuration of
the system and outlined in the table below:

Stora_lge . Cac_hlng Cap_a city Caching Behavior
Configuration Devices Devices
SATA SSD + SATA H élé[S)ATA All SATA HDD | Read + Write

NVMe SSD + SATA | All NVMe

HDD SSD All SATA HDD | Read + Write

NVMe SSD + SATA | All NVMe

SSD SSD All SATA SSD | Write only

Write only for SATA SSD
and Read + Write for SAT/
HDD

NVMeSSD + SATA | AllNVMe | All SATA SSD
SSD + SATAHDD SSD and SATA HDD

In systems with rotational capacity devices (HDD), Software Storage Cache will act as

both a read and write cache. This is becatlsze is a seek penalty on rotational disk

devices. In systems with all flash devices (NVMe SSD + SATA SSD), SBC will only act as a
write cache. Because the NVMe devices will absorb most of the writes in the system, it

is possible to use mixedkse or evenreadintensive SATA SSD devices, which can lower

the overall cost of flash in the system. In systems with only a single tier of devices, such

as an all NVMe system or all SATA SSD system, SBC will need to be disabled.

Software Bus Cache creates a spguaatition on each caching device that, by default,
consumes all available capacity except 32GB. The 32GB is used for storage pool and
virtual disk metadata. Software Bus Cache uses memory for runtime data structures,
about 5GB of memory per TB of cachimyides in the node. For instance, a system

with 4x 800GB caching devices requires about 16GB of memory to manage the cache
in addition to the base operating systems and any hosted hgparerged virtual
machines.

~11~



) L QCT
vIB8SLX 2 ¥V

1. Hardware for this Gude

T21P4U (4 nodes) (Alias nam&2)

SKU Description Qty per| Total Version
unit
Server T21Pn! o ®pé { G2NI 3 1 4 BIOSS2P_3mB0
Platform BMC 3.33
CPU Intel E52698 v4 2 8

Memory Samsung 32G DDR4 RDIMM 2133MF 16 64

Cache Samsung 1.92TBdp ¢ { ! ¢! 8 32 104Q

Storage Scagatey ¢. o dpe {! ¢! 70 280 PNO1
(ST800ONMO055)

BootDrive [LY St nynD H®Ppé { 1 4| G2010140

HBA Card | QCT LSI 3008r firmware mode 1 4| FW:1B03

NIC Card | Mellanox ConnectX-4 Lx Ethernet 1 41 FW:14.24.1000
Adapter

~12~
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2. Server Nodes / Network Diagram

WPC-KEEPALIVE:

FAG-FG0] —Feer Link [}

Azure Stack
HCI for
Scale-out
Storage
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3. Prepare the QCphysicalserver node

Best practices dictate that with a new server deployment, the first task is to review the
system firmware and drivers relevant to the incoming operating system. If the system
has the latest firmware and drivers installed it will expedite tech support, Gaild may
reduce the need for such calls.

https://qct.io/product/index/Storage/StorageServer/4UStorageServer/QuantaPlex
T21RP4U#download

Windows Server 2@®contains all the drivers necessary for this solution with the
exception of theQlogic andViellanox CX3 driver, which was updated by Meflaxand
Qlogicafter the final Release to Manufacturing (RTM) build of the OS was released.

All of the QCT servers featian BMC web console to provide remote aftband
management, including remote control and remote medihe following stepsvill
shedsome light orthe installation:

1. Login the BMC web console wilkdministratoraccount(Default ID/Password is
admin/admin). Select the itenfConsole Redirectionlinder[Remote Control]

CSQCT

Dashboard

admin (Administrator)

Remote Control Maintenance

Console Redirection

Server Power Control

Server Information  Server Health

Configuration

Dashboard

2. Click onfJava Consolédputton. (Pleasenstall Javdefore running the conso)e

‘CS QCT \

Dashboard Server Information  Server Health Configuration Remote Control Maintenance

Console Redirection

Press the button to launch the redirection console and manage the server remotely.

Java Console

~14~


https://qct.io/product/index/Storage/Storage-Server/4U-Storage-Server/QuantaPlex-T21P-4U#download
https://qct.io/product/index/Storage/Storage-Server/4U-Storage-Server/QuantaPlex-T21P-4U#download
https://java.com/en/download/
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3.If the [Internet Explorer Security] warning appeagase chooséAllow].

Internet Explorer Security

A website wants to open web content using an
outdated program on your computer

It is recommended that you update the program. If you do not trust this
website, do not open this program.

Name: Java SE Runtime Environment 7 Update...

M | pubisher: Orade America, Inc.
Details:

...rogram Files (x86)\Java\jre7\bin\javaws.exe

‘] Allow JDon't allow

4. Confirm to Run the\dewer application.

Do you want to run this application?

Name: com.ami.kvm.jviewer.JViewer

« 5 Publisher: Quanta Computer Inc.
=

Locations: http://10.20.131.217:80
Launched from downloaded INLP file

This application will run with unrestricted access which may put your computer and personal
information at risk. Run this application only if you trust the locations and publisher above.,

E More Information [ Run | l Cancel

5. At the Yiewer Console, click on tHeDROMicon.

Video Keyboard Mouse Options Media Keyboard Layout VideoRecord Active Users Help

MIFIEE GPEIPIFE &

100 150

~15~



6. Browse and Select the Windows Server 2&b file then connected.

Video Keyboard Mouse Options Media Keyboard Layout VideoRecord Active Users Help

0 @06 5

Zoom Size : 100%

g@eee . =

B virtual Media

Floppy Key Media1

B fjrereeen Connect Floppy

® Floppy Image
|

CDDVD Mediat
} |CausersibonoiDocumentsien_svr_2019_auto_S2P_0109.is0 .‘ Connect CDIDVD

[l

Hard disk/USB Key Media1

® HDUSB Image v |lasBraesa \‘ Connect Hard disk/USB Key

PhysicalDrive<-{C] - Fixed Drive

PhysicalDrive={D] - Fixed Drive -

Status

Target Drive Connected To Read Bytes
virtual Floppy 1 na
irtual CD 1 nia
inual HardDisk 1 na Close

7.Back to the BMC web consoblmdselect the item[Server Power Controljinder

[Remote Control].

Dashboard Server Information Server Health Configuration Remote Control Maintenance

Console Redirection

Dashboard (Server Power Control )7

~16~



8. Select [Reset Servest [Power On Serverthen presgPerform Action]button.

CS5QcT

Dashboard Server Information  Server Health ~ Configuration Remote Control ~Maintenance HELP|

admin (Administrator) Refresh Print Logout

Power Control and Status

The current server power status is shown below. To perform a power control operation, select one of the options below and press
"Perform Action”.

Host is currently on
Power Off Server - Immediate
) Power Off Server - Orderly Shutdown
Power On Server

) Power Cycle Server

l \ Perform Action ‘ I

9. At the startup screen, pregBELJkeyor [F2]key to enter BIOS setup

2 WViewer[10.20.131.217] - 0 fps

Video Keyboard Moyse Options Media Keyboard Layout VideoRecord Active Users Help Zoom Size : 100%
"'’

- S UUU gk—‘&@su 100 150

Enter Set

~17~



10. Review the Server Model and BIOS version.

B Wiewer|10.10.222.123] - 1 fps
Video Keyboard Mouse Options Media Keyboard Layout VideoRecord Active Users Help
= Al mle e 6 (
\s v,
W OU0U 8e U @ 100 150

Zoom Size : 100%

BIOS Infornation
BIOS Vendor American Megatrends
Core Version 5.11

Compliancy 4vs=RI 1.3
Project Version W
Bulld Date and Time 0 9:37:27

Memory Information
Total Memory 512 GB (DDR4)

[Tue /09/2013]
System Time [05:44:43]

ficcess Level Administrator

Set the Date. Use Tab
to switch betuween Data
elements.

#+: Select Screen

14: select Item
Enter: Select

+/~: Change Opt.

F1: Help for more Keys
FB: Previous Values
F9: Optimized Defaults
F10: Save & Reset

ESC: Exit

Num

[High Performance]

11. Select thgIntelRCSetuplrab, setting thgPwr/Perf Profiles]to

RC_Revision 3.00

»

Configure your own

) power and performance

Processor Configuration

Advanced Power Management Configuration
Common RefCode Configuration

OPI Configuration

Memory Configuration

110 Configuration

PCH Configuration

Miscellaneous Configuration

Server ME Configuration

Runtime Error Logging

O A 400 A8 5, N T A, S A A e S

settings under Custom
or adopt guick setting
profiles.

++: Select Screen

Ti: Select Item

Enter: Select

+/-: Change Opt.

Fi: Help for more Keys
F8: Previous Values
F9: Optimized Defaults
F10: Save & Reset

ESC: Exit

Version 2.17.1249. Cr

~18~




12. Back to the main menu, select the [Boot] tab, config fBeot mode selectlas

[UEFI] Andselectthe [UEFI NETWORK BBS Priorjties

Aptio Setup Utility - Copyright (C) 2017 American Megatrends, Inc.

» UEFI NETWORK Drive BBS Priorities

13. On the[Boot Option #1] select the PXE boot NIC theack to the main menu

Aptio Setup Utility - Copyright (C) 2017 American M 5 LACH

Boot Option #1 [UEFI: NIC1 IPw4
Intel(R) I350 Gigabit

UEFI:
UEFI:
UEFI:
UEFI:
UEFI:
UEFI: A

UEFI:
UEFI:
Disable

~19~



14. Setting the NI@s the[Boot Option #1]

Aptio Setup Utility - Copyright (C) 2017 American Meg

[Network :UEFI: IPw4
OLogic FastLin@
QL41212H 25GhE Adapter
- PXE]

Boot Option #1

15.Finally,[Save Changes and Reset]

fAptio Setup Utility - Copyright (C) 2016 American Megatrends, Inc.

Save Changes and Reset

Intherextd SOGA2Yy > 6SQff O2yiAydzS90 Ayadlftt eFr

~20~



4. Install Windows Srver 2019 OS

Install Windows from a variety of sources:
Remote IS@nedia mount via the BMC/QSM
Bootable USB media with the installation content

1. With the method of Windows deployment selected, power the server on and press
[F1] to choose the installation method.

B 1Viewer[10.10.224.123] - 1 fps - [m] X

Video Keyboard Mouse Options Media Keyboard Layout VideoRecord Active Users Help Zoom Size : 100%

s 0oce @e aa - o
t Options...

&

Num

Please select boot device:

UEFI: IPv4 Intel(R) I350 Gigahit Network Connectio

UEFI: OLogi inQ @ . 25GhE Adapter - PXE

UEFI: QLogic FastLin@ QL41212H 25GhbE Adapter - PXE

UEFI: IPv6 Intel(R) I350 Gigabit MNetwork Connection
UEFI: 2 IPv6 Intel(R) I350 Gigabit MNetwork Connection
UEFI: w6 OlLogic FastLin@ GL41212H 25GhE Adapter - PXE

UEFI: IPv6 GOLogic FastLin@ OL41212H 25GbE Adapter - PXE

PO: INTEL C2BX480G4

UEFI: Built-in EFI Shell

BMI Mirtual COROMO. 1. 00

UEFI: AMI ! ual CDROMO 1.00

EATER SETUR

T and ! to move selection
ENTER to select boot dewvice
ESC to hoot using defaults

~21~



3. Press any key to boot from installation media.

tions Media Keyboard Layout VideoRecord Active Users Help Zoom Size :100%
{r

Q M4 LJBQ @O h:d @ 50 100 150 [

Press any key to boot from CD or DVD..

4. Select the appropriate language pack, correct input devicedateminethe
geography

4 Windows Setup

Windows Server- 2019

o install: {English (United States) h

Time and currency format: |[Ss LIS R 1] -

Enter your language and other preferences and click "Next" to continue,

jon. All rights reserved.

~22~



5. Input production key or activate later:

() £ Windows Setup

Activate Windows

If this is the first time you're installing Windows on this PC (er you're installing a different edition),
you need to enter a valid Windows product key. Your product key should be in the confirmation
email you received after buying a digital copy of Windows or on a label inside the box that
Windows came in

The product key locks like this: JOCOK- 0K 00K XK XXKKK

If you're reinstalling Windows, select I don't have a product key. Your copy of Windows will be
automatically activated later.

cy statement

@ %) Windows Setup

Select the operating system you want to install

Operating system Architecture Date modified
Windows Server 2019 Standard ¥B4 9/15/2018
Windows Server 2019 Standard (Desktop Experience) x4 9/15/2018
Windows Server 2019 Datacenter B4 9/15/2018

Description
This option installs the full Windows graphical environment, consuming extra drive space It can be
useful if you want to use the Windows desktop or have an app that requires it

~23~



7. Choose [Custom: Install Windows only (advanced)]

| ]
@ ¢% Windows Setup
Which type of in[sb}allation do you want?
Upgrade: Install Windows and keep files, settings, and applications
The files, settings, and applications are moved to Windows with this option. This opticon is only
available when a supported version of Windows is already running on the computer.
~ o
Custom: Install Windows only (advanced)
The files, settings, and applications aren't moved to Windows with this option. If you want te
make changes to partitions and drives, start the computer using the installation disc. We
recommend backing up your files before you continue.
\. /
Help me decide

©

8. Select theSS[as the target to install Windows (you might need to scroll through a

list of available drivesYhen starto complete the installation of the OS.

r n |
@ % Windows Setup S
Where do you want to install Windows?
Name Total size Free space | Type A
s Drive 12 Unallocated Space 8943 GB 8943 GB
7 Drive 13 Unallocated Space 8943 GB 8943 GB
+ Drive 14 Unallocated Space 8943 GB 8943 GB
;/ Drive 15 Unallocated Space 8943 GB 8943 GB
_~ Drive16 Unallocated Space 119.2 GB 119.2 GB
¥ v
¥4 Refresh /5 Delete & Format - New
&% Load driver :?,( Extend
Next

~24~
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¢ Windows Setup

Installing Windows

%

Status

" Copying Windows files
Getting files ready for installation (0%)
Installing features
Installing updates

Finishing up

~25~
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5. Install HardwareDriversand Windows Roles/
Features

This document is used in Windows Server@BIM (Build number7l763, please use
following Powershellcommands to install and config :

1.Install hardware drivers
StartProcessFilePath'd:\auto\ IntelChipSétSetupChipset0529.exeArgumentList ~
norestart-s" -WindowStyle HiddeAwait

StartProcessFilePath "dkauto\Mellanox_DrivefMLNX_WinOFR2
2 20 50000_All_x64ArgumentList '/S v"/gn"-Wait

2.Set power option ,pagéle ,advanced firewall ,remote desktop
StartProcess-FilePath "powercfg™ArgumentList "/S SCHEME_MINVindowStyle
Hidden-Wait

StartProcessFilePath "powercfg“ArgumentList “x -monitor-timeout-ac 0 "-
WindowStyle HiddeAWait

SetCimInstanceQuery "SELECT * FROM Win32_ComputerSysferaperty
@{AutomaticManagedPagefile="False"}

SetCiminstanceQuery "SELECT * FROM Win32_PageFileSefraperty
@({InitialSize£280Q MaximumSizet280G

StartProcessFilePath "netsh*ArgumentList &dvfirewall set allprofiles state off"
Wait

SetltemProperty-Path "HKLM:SYSTEMIrrentControlSéControh Terminal Server"
-name "fDenyTSConnectiond’alue 0

3.Config administrator auto logafoptional)

SetltemProperty-Path "HKLMSoftwara Microsoft Windows
NT\CurrentVersiohWinlogon"-name "AutoAdminLogon‘Value 1
SetltemProperty-Path "HKLMSoftwara Microsoft Windows
NT\CurrentVersiohWinlogon"-name "DefaultDomainName”

-Value "rd1demo.qct"

SetltemProperty-Path "HKLMSoftwara Microsoft Windows
NT\CurrentVersiohWinlogon”-name "DefaultUserNameValue "Administrator"
SetltemProperty-Path "HKLMSoftwara Microsoft Windows
NT\CurrentVersiohWinlogon"-name "DefaultPasswordValue "s2d@QCTRD"
SetltemProperty -Path "HKLMSoftwara Microsoft Windows
NT\CurrentVersiohWinlogon"-name "autologoncount“value 8
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4 Install Windows Roles and Features, rename computer and reboot

QC

InstallWindowsFeatureName HypeiV, FileServices, Dat&enterBridging, Failowe
ClusteringIncludeManagementTools

GetWindowsFeatureName Hypeiv* File*,Data*,Failover*

RenameComputer-NewName R-01

RestartComputer

5.Rename NetAdapters ,setup DCB/PFC/ETS functions
Please type the following command sequence respectivegntable DCB functionali
for each host and set S2D PFC / ETS:

ty

RenameNetAdapter-InterfaceDescription "mell*ter*NewName RDMAQO1
RenameNetAdapter-InterfaceDescription "mell*ter #2*"NewName RDMAO02

New-NetQosPolicy "SMB*NetDirectPortMatchCondition 44
PriorityValue8021Action 3

EnableNetQosFlowContrePriority 3
DisableNetQosFlowControl 0,1,2,4,5,6,7
EnableNetAdapterQosinterfaceAlias RDMAO1, RDMAO2

New-NetQoSTrafficClass "SM®riority 3-BandwidthPercentage 5@lgorithm ETS

GetNetAdapterQos

PS C:\> New-NetQosTrafficClass SMB 3 ETS

Name Algorithm Bandwidth(%) Priority PolicySet

: RDMAOQ2
s krue
Capabilities 2 Hardware

MacSecBypass : NotSupported NotSupported
DcbxSupport : None one

N
NumTCs (Max/ETS/PFC) : 8/8/8 8/8/8

OperationalTrafficClasses : TSA Bandwidth Priorities

50%
IVETS 50%

OperationalFlowControl : Priority 3 Enabled
OperationalClassifications : Protocol Port/Type

NetDirect 445

L
Name : RDMAO1
Enabled : True
Capabilities z Current

MacSecBypass : NotSupported NotSupported

DcbxSupport : None None

NumTCs (Max/ETS/PFC) : 8/8/8 8/8/8
OperationalTrafficClasses : TSA Bandwidth Priorities

0 ETS 50%
INETS 50%
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6.Create SET (Switch Embedded Teaming) and config network

QCT

NewVMSwitch-Name S2B/Switch-NetAdapterName RDMAQO1, RDMAQ2
EnableEmbeddedTeaming $TrddlowManagementOS $false

Add-VMNetworkAdapterSwitchName S2BSwitch-Name SMBO0OiManagementOS
Add-VMNetworkAdapterSwitchName S2BSwitch-Name SMB0O2ManagementOS
Add-VMNetworkAdapterSwitchName S2BSwitch-Name MGMFManagementOS

$netAdapter = GeNetAdapter-Name "vEthernet (MGMT)"

$netAdapter | SetNetlPInterfaceDhcp Disabled

$netAdapter | NewNetIPAddressiPAddress 1006.5.137 -PrefixLength 24
DefaultGateway 10065.1

SetDnsClientServerAddredsiterfaceAlias "vEthernet (MGMT)ServerAddresses
10.10648.100

$netAdapter = GeNetAdapter-Name "vEthernet (SMBO01)"
$netAdapter | SetNetIPInterfaceDhcp Disabled
$netAdapter | NewNetIPAddressIPAddress 1006.7.137 -PrefixLength 24

$netAdapter = GeNetAdapter-Name "vEthernet (SMB02)"
$netAdapter | SetNetIPInterfaceDhcp Disabled
$netAdapter | NewNetIPAddressIPAddress 1006.8.137 -PrefixLength 24

6-1.SetvNIC Vlan (if necessary!!)

SetVMNetworkAdapterVlarnVMNetworkAdapterName MGM-RccessVlanld 505
-ManagementOS
SetVMNetworkAdapterVlanVMNetworkAdapterName SMBOAccessVlanid 507
-ManagementOS
SetVMNetworkAdapterVianVMNetworkAdapterName SMBOAccessVlanid 508
-ManagementOS

7.ReEnable NetAdapters and check RDMA function

DisableNetAdapter "vEthernet (SMB01)Confirm:0

EnableNetAdapter "vEthernet (SMB0O1)"

DisableNetAdapter "vEtherne(SMB02)-Confirm:0

EnableNetAdapter "vEthernet (SMB02)"

EnableNetAdapterRdma "vEthernet (SMBO01)", "vEthernet (SMB02)"
SetVMNetworkAdapterTeamMappingy MNetworkAdapterName 'SMB04'
ManagementO&PhysicalNetAdapterName 'RDMAOQ1L’
SetVMNetworkAdapterTeamlsipping-VMNetworkAdapterName 'SMBO0@"
ManagementO&PhysicalNetAdapterName 'RDMAQ2'

GetNetAdapter
GetNetAdapterRdma
GetSmbClientNetworkinterface
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PS C:\Users\Administrator.RD1DEMO> Get-NetAdapterRdma

Name InterfaceDescription Enabled
vFthernet (MGMT) Hvner-V Virtual Fthernet Adanter #3

vEthernet (SMBO2) Hyper-V Virtual Ethernet Adapter #2

vEthernet (SMBO1) Hyper-V Virtual Ethernet Adapter

KUMAOL Mellanox ConnectX-3 Pro tthernet Adapter Irue
RDMAO2 Mellanox ConnectX-3 Pro Ethernet Adap... True

PS C:\Users\Administrator.RD1DEMO> Get-SmbC1ientNetworkInterface

Interface Index RSS Capable RDMA Capable Speed IpAddresses Friendly Name

10 Gbps { ::81c0:4430:273c:c22f} Local Area Connection*
20 Gbps ::e566:96c0:c190:2954, 10.20.135.117} vEthernet (SMBO1)

20 Gbps ::557f:cd94 :bee2:24a9, 10.20.135.217} vEthernet (SMB02)

20 Gbps ::25a5:4ef:19fc:1914, 10.20.134.217} vEthernet (MGMT)

8.Join Domain

$DomainName ="' rdldemo.qct "

$DomainUserName = 'Administrator'

$DomainPasswordSec's2d@QCTRD" | ConvertBecureStringasPlainTextForce
$DomainCredential = Ne@bject
System.Management.Automation.PSCredential("$DomainN&DemainUserName
,$DomainPasswordSec)

Add-Computer-DomainName $DomainNam€redential $DomainCredentidtore -
Restart

Note!
All four nodes must join the same AD Domain!
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6. Create Failover Cluster and Enable S2D

1.PreValidation create the failover cluster

QC

TestCluster-NodePA-01, PA-02, PA-03, PA-04 -Include "Storage Spaces
Direct",inventoryNetwork,"System Configuration”

New-Cluster-Name @a-s2dfc -NodePA-01, PA-02, PA-03, PA-04 -NoStorage-
StaticAddress 1006.5.140

# Change the cluster network names
(GetClusterNetworkName "Cluster Network 1").Name = "SMB1"
(GetClusterNetworkName "Cluster Network 2").Name = "SMB2"

# Enable Client traffic on the cluster network
(GetClusterNetworkName "SMB1").Role = 3
(GetClusterNetworkName "SMB2").Role = 3

# Check to make sure the cluster network names and roles are set properly
GetClusterNetwork | ft Name, Role, Address

3’2; Failover Cluster Manager

File Action  View Help

=2 HE

E?E Failover Cluster Manager
v &8 ph-s2d-fordldemo.qet
@ Roles
__:ﬁ Modes
v |} Storage
o Disks
E Pools
BE Encln

uster bvents

Searah

Luﬁmp Status Cluster |lse
i 5MB1 ® Up Cluster and Client
i smB2 ® Up Cluster and Client
N
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5
2.Create S2D Storage Pool
Please confirm the Cluster members host hard drive total number is correct, we have
S2A* 4 nodesin this environment.

GetStorageSubSystem *Cluster*
(GetStorageSubSystemlame *pa-s2dfc* | Get-PhysicalDisk).Count

EnableClusterS2D

GetStoragePool *p-s2dfc*
GetPhysicalDisk | ft FriendlyName,HealthStatus,Size,Usage,MediaAyfmSize

C:%= Get-PhysicalDisk | ft FriendlyMame,Health5tatus,5ize,Usage,MediaType -Auto5ize
FriendlyName Health5tatus Size Us Med1aType

MLC SATADOM Healthy 31016853504 Auto-Select
ATA INTEL 55DSC2BEOL Healthy 1200174923776 Journal
ATA INTEL 55DSC2BEOL Healthy 1200174923776 Journal
ATA TOSHIBA MGO3ACA3 Healthy 3000571527168 Auto-Select
ATA INTEL SSDSCZBBO1 Healthy 1200174923776 Journal

TOSHIBA MGOD3ACA3 Healthy 3000571527168 Auto-Select

TOSHIBA MGO3AC Healthy 3000571527168 Auto-Select

TOSHIBA MGD3ACA3 Healthy 3000571527168 Auto-Select

TOSHIBA MGO3ACA3 Healthy 3000571527168 Auto-Select

PS C:\> Get-StorageTier Performance, Capacity

ObjectId \S2PHFC\root/Microsoft/Win age/Providers_v2\SPACES_StorageTier.
{elafdfb2-a90c-42bd-&f85-f 2a}{0039a7bf-25b1-4aa6-8e0b-66eT9707 0630}

PassThroughClass

PassThroughIds

PassThroughNamespace

PassThroughServer :

UniqueId 7bf-25bl-4aa6-8e0b-66ef 97070630}

Description

FriendlyName

Interleave

MediaType

NumberOfColumns

NumberOfGroups

PhysicalDiskRedundancy

ResiliencySettingName : Parity

Size =0

PSComputerName £

ObjectId PHFC\root/Microsoft/Win age/Provider ES_StorageTier.ObjectId—"{0de6160e-822c-4a34-ad6f-8345 e8d7cb06}
{elafdfb2-a90c-42bd-8F85-F 2a}{88ee3491-05 404a-8730-80bca346a60d}”

PassThroughClass

PassThroughILds

PassThroughNamespace

PassThroughServer

UniqueId 23491-05e7-404a-8F30-80bca346a60d}

Description

FriendlyName erformance

Interleave

MediaType

NumberOfColumns

NumberOfGroups

PhysicalDiskRedundancy : 2

ResiliencySettingName : Mirror

Size 0

PSComputerName :

Note: From the beginning of Windows Server 2016 RTM, related actions have been
simplified. Therefore, when you run EnatiléusterS2D command, will perform the
following actions:
V  Automatic Storage Pool Creation
V  Automatic Cache Configuration (SSD to Journal)
V  Automatic Storage Tier Definitions
A Automatic SSD (Performance) to Mirror
A Automatic HDD (Capacity) to Parity
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3.Create S2D VirtualDisk

$pool = GetStoragePool S2D*

$perf = GetStorageTier Performance
$capa = GeStorageTier Capacity

#Create a MultResilient Volume ( Performance + Capacity )
New-Volume-StoragePool $poeFriendlyName S2BDisk01-FileSystem CSVFS_R
-StorageTiers $perf, $cap8torageTierSizes 500GB,5TB

Note: We use S2D Volume type for the MuReesilient (usingrasure Coding), so you
must specify Mirror (SSD) / Parity (HDD) Size.

#Create a Mirror Volume

New-Volume-StoragePool $pocFriendlyName "Mirror“FileSystem CSVFS_ReFS
StorageTierfriendlyNames Performance

-StorageTierSizes 5TB

#Create a Parity Volume
New-Volume-StoragePool $pocFriendlyName "Parity-FileSystem CSVFS_ReFS
StorageTierfriendlyNames Capacity

-StorageTierSizes 12TB

Note: Forestablishing &2D environment foHyperConvergedplease create a VM in
CSVIf usng Disaggregatedplease create SOFS role and share resources to build VM.
If you want to rebuild the S2Dyou have to clean the S2D storage pool and reset the
physical disks :

Update StorageProviderCach®iscoveryLevel Full

$pool = GetStoragePool |? IsPrimordiadq Halse

$pool | SetStoragePoollsReadOnly:$false

$pool | GetVirtualDisk | Remow/irtualDisk-Confirm:$false
$pool | RemoveStoragePoolConfirm:$falseErrorAction Stop

GetPhysicalDisk | ReséthysicalDisk # remove any spaceport partitions
Update StorageProviderCachéiscoveryLevel Full
ClearClusterNodeCleanupDiskd-orce

4.Add / Remove Cluster Node

1. Run thecluster validation wizardsing the Failover Cluster snapor with

the TestClustercmdlet in PowerShell (run as Administrator).

TestCluster-Node <Node>, <Node>, <NodeNewNode>-Include "Storage Space]
Direct", Inventory, Network, "System Configuration”
This confirms that the new server is running Windows/&e200 Datacenter Edition,
has joined the same Active Directory Domain Services domain as the existing servers,
has all the required roles and features, and has networking properly configured.

2. Run the following cmdlet on the cluster to finish adding seever:
| Add-ClusterNode-Name <NewNode> |
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QCT

5. Storage Spaces Optimize Pool
Windows Server 2018019 Storage Spaces Direct can optimize a storage pool to
balance data equally across the set of physical disks that comprise the pool.

| Optimize StoragePoo!'S2D on p-s2dfc" |

You can monitor the progress of the optimize job with the following command
(Open in a new Powershell window)
| GetStorageJob | ? Nameq Optimize |
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1. Deploy Windows Admin Centeand QCT
Management Suits

A simple path to server infrastructure management

2

The QCT Management Suite extension for Windows Admin Center provides a single
pane of glass dashboard for monitoring system configurations and managing server
health of QCT Azure Stack HCI certified syster@uantaGrid D52BQU, QuantaGrid
D52F1ULHand QuantaPlex T21#U.

Driven by customer pain points around existing monitoring and management, QCT
provides exclusive, complementary features and functions, which includes an overview
of system eventogs, monitoring drivers, and hardware component health to enhance
the overall management experience.

s5t-227 qet.configurator

Tools QCT Management Suite
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https://go.qct.io/solutions/enterprise-private-cloud/qxstack-windows-server-cloud-ready-appliances/windows-server-software-defined-solution-wssd/
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https://www.qct.io/product/index/Storage/Storage-Server/1U-Storage-Server/QuantaGrid-D52T-1ULH
https://www.qct.io/product/index/Storage/Storage-Server/4U-Storage-Server/QuantaPlex-T21P-4U

QCT

The QCT Management Suite extends the functionality of WAC with the key features
below:

Oneclick exclusive hardware managememn intuitive user interface displays
hardware information, including model name, processor, memory and BIOS.

Vindows Admin Conter  Server Manager
s5t-227.qct.configurator

Tools QCT Management Suite

0

QuantaGrid D527 -

CPU Loading Memory Loading 1/0 Loading

Hardware Events Inlet Temperature Outlet Temperature Power Consumption Alr Flow

Disk mapping and LED identification for efficient service supf@@T

Management Suite wizard Ul dga displays the slot of each selected disk with an
overview of disk profiles and LED light controls of selected disks for efficient
replacement.

Windows Admin Center  Server Manager
s0s2df1004.qct.configurator

Tools QCT Management Suite

Y]

Disk

Detail
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Easyto-use monitoring tool for hardware event log and health status

wows Admin Center  Server Manages & Microsoft

s0s2df1004.qct.configurator

Tools

QCT Management Suite

Predictive disk managemenEvaliate the system condition with S.M.A.R.T
information and unhealthy notifications which allow organizations to take action
before total failure occurs.

s0s2df1004.qct.configurator

Tools

QCT Management Suite

Detail
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Deploy Windows Admin Center

QCT

You can manage clusters of servers, Hyyetusters, and hosts that ruon-premises
or in Azure. And this tool is particularly useful when used for hybrid workloads.

Windows Admin Center integrates with Azure services. It provides services, such as
Azure Active Directory, Azure Backup, Azure Site Recovery, and more.

This envionment can be mixed (starting with Windows Server 2008 R2 with limited
functionalities), and the tool can handle all different versions of the server OS from

Microsoft.

It is a webbased tooland Windows Admin Center uses PowerShell under the hood,
andthere is a way that you can see those scripts, too, which is pretty cdolQ a
supported only by the latest releases of the Microsoft Edge or Google Chrome
browsers.! Notela A ONR a 2 U Qa

System Requirement

2f RSNJ ONRPgaSNE LYydSNYySi

Installation is possible on Windows 10 Fall Anniversary Update (1709) or rnes@ér (
is better), or Server core (gateway), or on one of the management serversqtself
Windows Server 2016 or newer.

Then, you can manage Windows Server 2008 R2 (wittetinuinctionality), 2012, or
2012 R2, 2016 and, lastly, Windows Server 2019. (Note that you can also manage
Windows 10 systems.).

Installation of Windows Management Framework 5.1 is required on those servers.
There are no other dependencies.

(3 Internet
EEI On-Premises

S

Publish to DNS
& open firewall

Client browser

Web server 1~ | Windows

Admin

Gateway @ Center

B

=

&

PowerShell / WMI over WinRM

........................

Managed nodes

Internet connection not required

Connect from a modern browser

~60 MB installer, install in minutes

No agent installation required
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Installation and Configuration of Windows Admin Center

You can download Windows Admin Center from here. You can use Windows Admin Center
free of charge. After downloading, start the installation by clicking the MSI. Below, you can
see the different installation screens. You have the option to add a shortcut to your desktop
or change the default port through which this solution will be accessed.

i@ Windows Admin Center Setup X

fi& Configure Gateway Endpoint

WINDOWS ADMIN CENTER FOR MICROSOFT Install Windows Admin Center on Windows 10 E
WINDOWS SERVER AND MICROSOFT ﬁ
WINDOWS OPERATING SYSTEM (VERSION

10]
) This enables you to manage computers directly from this PC using a web

b ;
PLEASE NOTE: Refer to your license terms for o

Microsoft Windows Server and/or Microsoft Or you can install on Windows Server to:
Windows Operating System (version 10)
software (the “software") to identify the entity 5
licensing this supplement to you and for support - Gannectfrom any Pawith a suppotted browser,
information. You may use a copy of this - Manage computers on a private network
supplement with each validly licensed copy of the
software. You may not use the supplement if you

- Enable access for multiple admins

See installation scenarios at

https://aka.ms/WindowsAdminCenter-Instalf

License terms for extensions

| accept the terms in the License Agreement

Privacy Statement
Print Next Cancel Back m Cancel

i Configure Gateway Endpoint ii& Windows Admin Center Setup

Installing Windows Admin Center Eﬁ

Select a port for the Windows Admin Center site
6516

Allow Windows Admin Center to modify this machine’s trusted hosts
settings

One more thing...

The first time you open Windows Admin Center, you'll
have to select a certificate. Be sure to select:

More choices > Windows Admin Center Client
M

Create a desktop shortcut to launch Windows Admin Center

N

Ope

Back “m Cancel %

Open your web browser andofthegnmehindwheretlkel host o
installation has been done. Then, you can access Windows Admin Center (WAC).
https:// 6FQDN of servero6: 6port specified i
ex._https://wac-admin:6516

Add vour first serve

Windows Admin Center ™ u Microsoft >

O
Py
23

Add Connections

Windows Admin Center

N Add Server Connection RS >

All Connections

Add Windows PC Connection >
+ Add =35 Connect & ManageAs [@ Remove 7 Edit Tags

Add Failover Cluster Connection >
O NameT Type Last Connected

Add Hyper-Converged Cluster Connection >

B9 witxbtviadanlabiocal Windows PC Never

Cancel

Installingan extension

~38~
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QCT

Windows Admin Center will show extensions available from the specified NuGet feed.
By default, Windows Admin Center points to the Microsoft official NuGet feed which
hosts extensions published by Microsoft and other developers.

1. Click theSetingsbutton in the topright > In the left pane, clidkxtensions.

2. TheAvailable Extensiortab will list the extensions on the feed that are
available for installation.

& Microsoft

wac-test222.ws19demo.qct
Tools Overview

) Restart Shutdown Enable Disk Metrics 27 Editcomputer 1D (0 Manage alerts () Refresh

0 mow # oD

3. Clickinstallto install an extension. After installation is complete, your browser
will automatically be refreshed and Windows Admin Center will be reloaded
with the new extension installed.

Windows Admin Center  Settings & Microsoft
Settings

Account

Signed in as

VAC-TEST222\Administrator

Azure Account
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4. Install theQCT Management Suits

Exten:

2 Account

ndows Admin Center gateway 2fter installing an extension, temporarily affecting availability for anyone else currently using this gatew

We might have ta restart t}

Personalization

Avallable extensions
Language / Region —_

Q Suggestions 4 Install

D

[

Microsafe

110 Fujitsu Te

R, Access

[ Shared Connections
ewer version nstalled

SHPRO 2

Admin Center Feed Avaiable

Iy interface contai
d advisory features that allo
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Update Firmware andrivers

You can use QCT Management Suits to update Firmware:

Windows Admin Center  Server Manager B Microsoft ' d
s2pa-137.ws19demo.qct
Tools QCT Management Suite uc;
T Firmware rmar S !
[ Powesshel '
10 52038
we
- 8
Wirtual machines Jem0
o ntroller Srver 2512080
I &4 OCT Mansgement Sutte
X ISUNG MZTKMTTS W o4
@ Settings ATA KMITS W 1040
Just select NIC/HBA/Drive then provide firmware file.
Windows Admin Center  Server Manager B Microsoft ' g
qct-ph-168.ws19demo.qct
Tools QCT Management Suite Upload and update FW files
k Firmware Perforn i B Please select firmware file(s) for component to update
% o ) Restart Server 22 Syne T Update Component FW
) Berformance Monitor
* Required

B Powershell

son_se0a0s
= NIC e b e
B R m or drag and drop a file here
I file types: .bin

inelchipset v o128
4 Roles & features No files selected
[}

02
02
0z
o

Virtual mas
027
v 0270
o
&4 OCT Mansgement Sutte
02
. Cancel
7 0
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Setting Realime SystenmMonitor

Because not connect to QSM, the réiahe monitor will show no data.
You can download the QSivbm QCTand integrated hardware management.

QC

- i C " = M ip e
Windows Admin Center  Server Manager B Microsoft Notifications

qct-ph-168.ws19demo.qct

Tools QCT Management Suite Lk

Clear All

Terview

QuantaGrid D51PH-TULH

Close
Windows Admin Center  Server Manager & Microsoft »
qct-ph-168.ws19demo.qct
Tools QCT Management Suite %

Overview

QuantaGrid D51PH-1ULH

Hardware Information CPU Loading Memory Loading
Server LED Turn On Server LED Turn Off Restart BMC

1/0 Loading

Hardware Events Inlet Temperature Outlet Temperature

Power Consumption Air Flow
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Setting the QSM URL in Setting

Windows Admin Center  Server Manager

qct-ph-168.ws19demo.qct

Tools

T Device
B
[

QCT Management Suite

Username: admin

Password: +ousd

el ——o

Setting

& Microsoft

)
o
St

Windows Admin Center  Server Manager
s2pa-137.ws19demo.qct

Tools

QCT Management Suite

Overview

Hardware Information
Server LED Turn Off

Server LED Turn On

1/0 Loading

Power Consumption

CPU Loading
Restart BMC

2P 3810

Inlet Temperature

Hardware Events

Air Flow

Memory Loading

Outlet Temperature
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_ _ QCT
2. Integrated with hybrid storage management by WAC

To allow thewindows Admin Center gateway communicate with Azure to leverage
Azure AD authentication for gateway access, or to create Azure resources on your
behalf (for example, to protect VMs managed in Windows Admin Center using Azure
Site Recovery), you will need to first register your WindowsiAdCenter gateway

with Azure. You only need to do this once for your Windows Admin Center gateway
the setting is preserved when you update your gateway to a newer version.

Register WAC gateway with Azure, just copy the device codtmgin:

B Microsoft

Register the gateway with Azure
Settings

1 Device login 2

E Migrate your Windows Server VMs to Azure and save with the Azure Hybrid Benefit
A, Account

% Personalization

£ Language / Region Register with Azure

Copy code.
2 e the n L ]
T nneglion to Azure
1 a bles you to use Azure services 3
that integrate with Windows Admin ve Directory, Azure
chup, an¢ '

Whis e se i jrate with Windows Admin ( (=1
Development
[ Performance Profile ’

[ Suggestions

[ Shared Connections

B5 Microsoft

Enter code

Enter the code displayed an your app or device

G3CRNX2TT

~45~



2]
-

BT Microsoft D

Pick an account

You will be signed in to Windows Admin Center on
a remote device or service. Select Back if you aren't
trying to sign in to this application on a remote
device or service.

—|— Use another account

Back

B8 Microsoft
&« yvinbono@msn.com

Enter password

Forgot password?
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o5 Microsoft

Windows Admin Center

You have signed in to the Windows Admin Center
application on your device. You may now close this
window,

Back to WAC then selet#nant, and register:

‘Windows Admin Center

Settings

User

R Account

¥ Personalization
5 Language / Region
01 Suggestions

Gateway

B Extensions

A Azure

R Access

[ Shared Connections

Development

85 Advanced

B Performance Profile

Settings

Microsoft

n Migrate your Windows Server VMs to Azure and save with the Azure Hybrid Benefit

Register with Azure

Registering this Windows Admin Center gateway enables you to use Azure services
that integrate with Windows Admin Center, such as Azure Active Directory, Azure
Backup, and Azure Site Recovery.

rate with Windows Admin C

Which Azure serv

2]
(@
qf

Register the gateway with Azure
@ Device login 2 Register 3 Grant permission
Select tenant:

98075692-95cc-4550-84b1-ab77bf5283a7

[ use an existing Azure AD app
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Hnish the registration and grant aggermission:

Windows Admin Center  Settings Microsoft

Register the gateway with Azure
Settings @0e

e 3 Grant permission

vs Server VMs to Azure and save with the Azure Hybrid 8

Register with Azure

nin Center gateway enables you to use A
as Azure Active Dire:

zure ser

nnections

rformance Profile

You can explore the Azure hybrid services now.

Windows Admin Center  Server Manager & Microsaft

wac-test222.ws19demo.qct
Tools Azure hybri  Discover Azure services

Simplify data protection and protect against Syne your file server with the cloud by using Azure
ransomware with Azure Backup File Sync

alize file shares in Azure while caching frequently
ssed files on your k file servers.

o &

Help protect VM workloads from disaster by using Connect your on-premises server to an Azure vNet
Rzure Site Recovery with Azure Network Adapter

Deploy replication, fail
help keep your applica
unplanned outages.

ecovery processes ta
unning during planned and

int-to-site VF
ith an Azure

You must install the Hyper-V role before you can set up

Azure Site Recovery.
Monitor and receive notifications about server health Leverage Azure policies and solutions to manage
with Azure Monitor your servers with Azure Bridge

nventor,
from A

ganize, and manage or
re. You can govern servers using Azure policy

control access using RBAC, and enable ad al
management services from Azure.
>
Centrally manage updates on all your servers by Get unified security management and advanced

using Azure Update Management threat protection with Azure Security Center

Manage operating system updates for your Windows and Monitor security across hybrid workloads, apply policy to

Linusx computers that are deployed an-premises, in ensure compliance, find and fix vulnerabilties, block

Azure, or in other clouds malicious activity, detect attacks, and simplify
nvestigation for rapid threat response.

Coming soon
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3. Config Aare Backupn Windows Admin Center

2 A0K 21/ (GKSNBQa (KS L3acking with Azuré Backilz LINE (G SO
without do nothing inside itself; this means no local download, registration and job
management. Everything is managed via console.

With Microsoft efforts to bring Hybrid Cloud capabilities closer to youpmmises
systems, tey added support foAzure Backum Windows Admin Center. This allows
you to simply configure Azure Backup for younidws Server with a couple of clicks.

First you will need to register your Windows Admin Center to Microsoft Azure. This can

0S R2yS Ay (GKS aSGiAy3a 2F 2AyR26a& ! RYAY [ S
wizard will guide you through. After this isr®you can go to the Azure Backup

Extension in Windows Admin Center and sign in. You can now configure Azure Backup

directly in Windows Admin Center.

Windows Admin Center  Server Manager

wac-test222.ws19demo.qct

Tools Azure Backup s

Step 1 : Login

ft Az

I Step 2 : Set up Azure Backup [:]

Step 4: Enter Encryption Passphr

B ce
& e
& F
B8 Fer
o
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https://docs.microsoft.com/en-us/azure/backup/tutorial-backup-windows-server-to-azure?WT.mc_id=thomasmaurer-blog-thmaure

wac-test222.ws19demo.qct

Tools

Azure Backup

Recent Jobs

Protected Items

Backup Now

Stop Backup Fefresh Delete backup dats

Windows Admin Center  Server

nager
wac-test222.ws19demo.qct

Tools

Azure Backup

Protected Ite:

Backup No

Microsoft

Backup Now

Recovery Points Recent Jobs

0 0 ]

Refresh Delete backup data
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After Azure Backup is fully configured, you can see the configuration, the latest
recovery points and you also will be able to recover data.

£ search resources, services, and docs (G+/)

& WACvault!

1 Properties
Locks

B ixport template
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4. ConfigAzure File Synm Windows Admin Center

Azure File Sync is a cloud service that allosessto keep aligned one or more folders
between different servers in different locations. TAeure File service gives you a fully
managed cloud file share and extends the ability of organizations to share files across
on-premises and the cloud.
The powerful behind this project is the flexibility: all the information can be redch
via local SMBhare, via Work Folders but also via remote SMB shalighA files are
stored into Azure File Share.
Azure File Sync provides:

1 Multi-site access provide write access to the same data across Windows

servers and Azure Files
1 Cloud tieringg store onlyrecently accessed data on local servers

1 Integrates with Azure backupno need to back up your data on premises
1 Fast disaster recoveryrestore file metadata immediately and recall data as
needed
s
’ Azure
- 4 File Sync
West US

File Share

SHE BT HEE R

VAN A VAN A A

Branch Office

New York Seattle

Cloud Multi-Site Rapid File Direct Integrated
Tiering Sync Server DR Cloud Access Cloud Backup
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Before starts, just for information, is a good idead the limits about service:
f Storage Sync Services per region: 20 Storage Sync Services
Sync groups per Storage Sync Service: 100 sync groups
Registered servers per Storage Sync Service: 99 servers
Cloud endpoints per sync group: 1 cloud endpoint
Serverendpoints per sync group: 50 server endpoints
Server endpoints per server: 30 server endpoints
File system objects (directories and files) per sync group: 25 million objects
Maximum number of file system objects (directories and files) in a directory: 5
million objects
1 Maximum object (directories and files) security descriptor size: 64 KiB
1 File size: 100 GiB
1 Minimum file size for a file to be tiered: 64 KiB

= =4 -4 -4 —a -8 -

S

QCT

If you are planning to deploy this solution, I highly recommend to reagkuening for

an Azure File Sync deployment documentatitmnmake sure you understand the

topology, requirements, architecturand limitations. You can also find the
documentation todeploy Azure File Symathout Windows Adnin Center on the
Microsoft Docs.

Highlevel steps:
1. Deploy the Storage Sync Service (Azure)
2. Create a sync group and a cloud endpoint (Azure)
3. Install the Azure File Sync Agent (Windows Admin Center)
4. Register Windows Server with Storage Sync Service (W@sAdwmin Center)
5. Add a server endpoint in the sync group (Azure)

Deploying the Storage Sync Service and creating the sync group with the cloud
endpoint,takethe sameamount of timeas you would deploy the solution without
Windows Admin Center, follow théeps on thedocumentation page

To deploy the agent, open Windows Admin Center and click ore/&le Sync.

Windows Admin Center

Settings

Settings

Details

2 Microsoft
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https://docs.microsoft.com/en-us/azure/storage/files/storage-sync-files-planning?WT.mc_id=thomasmaurer-blog-thmaure
https://docs.microsoft.com/en-us/azure/storage/files/storage-sync-files-planning?WT.mc_id=thomasmaurer-blog-thmaure
https://docs.microsoft.com/en-us/azure/storage/files/storage-sync-files-deployment-guide?tabs=azure-portal?WT.mc_id=thomasmaurer-blog-thmaure
https://docs.microsoft.com/en-us/azure/storage/files/storage-sync-files-deployment-guide?tabs=azure-portal?WT.mc_id=thomasmaurer-blog-thmaure

QCT

You can click on setup to start the wizard which will walk you through the setup
process.

wac-test222.ws19demo.qct

Tools

Azure File Sync

The Server Registration Ul should open automatically after installation of the Azure File
Sync agent. If it doesn't, you can open it manually franfile location: GProgram
File§ Azura StorageSyncAgeYerverRegistration.exe.

wac-test222.ws19demo.qct

Set up Azure File Sync
Tools

A I
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Slect Sync a folder and the WAC will help you finish the steps.

2 Microsoft

wac-test222.ws19demo.qct

Tools

Azure File Sync

Web links

Setting up Azure File Sync

2 Microsoft

wac-test222.ws19demo.qct

Tools

Azure File Sync  Select a folder to sync
settngs 1§,

Server agent

Server endpoint:

tTEgig
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wac-test222.ws19demo.qct

Tools Azure File Sync  s=vzw Sync a folder

Web links

Server endpoints

You can now add the server to the sync group as a server endpoindows Admin
Center, you can test if the file share is compatible with the sync service.
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