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The current whitepaper describesramportant reference architecture for Cloudian HyperStore®
Pavered by advanced technolog@puanta Cloud Technolog®C7J integrates Cloudian HyperStore
software irto appliance products, offering global customers the business and operational advantages
of cloudscale, softwaredefined object storage with full AWS aB&cloud compatibility.

With the popularity of rich media, the proliferation of mobile devices and the digitization of content,
there has been an exponential growth in the amount of unstructured data that IT is manaaig
this growth is not slowing buinstead accelerating. This unprecedented growth in unstructured
content is simply not sustainable for current NAS/SAN infrastructures.

Finding the best storage solutionsntinue to be one of the key growing pain points for enterprises.
Backups and restes are taking longer. Migrations from older storage systems to new storage systems
are labor intensive. Provisioning storage for users is more frequent and time consuming, and the list
goes on and on.

Softwaredefined object storage offers an alternative@pproach to NAS/SAN systems. It gives
enterprises the ability to leverage the latest advancements in-effsctive commodity CPU and
storage technology. Cloudian HyperStore is a soateobject storage system designed to manage
massive amounts of datat is an SDS platform which runs on any standard Linux seqvéis
dramatically reduces the cost for datacenter storage while still providing extreme availability and
reliability.

QxStor Cloudian EditieHyperStore@s a key solutiorproviding a uniqgue D0% S3 compliant muti
device cloud storage platform with which any level of SLA can be met at the right cost with dynamic
migrations from one storage tier to another.

QxStor Cloudian EditieidyperStoredelivers a fully Amazon S3 APl compliant, maliiant, and multi

datacenter hybrid cloud storage solution. HyperStore provides administrators with the ability to

deploy data in different data centers or geographically separated regions. HyperStore also connects
different clouds with the ability to tier datto Amazon S3, Amazon Glacier, or another HyperStore
deployment. As a muHienant solution, HyperStore includes necessary features such as- multi
currency rating plans, billing, quality of service controls and billing via GUI or RESTful APls that enables
tAIKG AYGSANI A2y SAGK dzZa&SNR& LINRPGAAAZ2ZYAY3AS | dzi K

For cbud service providers, this solutias suitable for deploying public clouds as well as managed
private clouds; for enterprises, is suitable for implementing private drfor hybrid clouds.

Specifically, theolution provides with a broad range of applications and is relevarsokup, device
synchronization, collaboration, archiving, CDN storage, and low cost secondary tier storage in a scale
out environment. For secoradly storage subsystem, it also allows templates and snapshots to be
accessed across availability zones, significantly improving the overall reliability of the cloud computing
environment.In addition enterprises can now run -4place Hadoop analytics, enabcustomers to

derive meaningful business intelligence from their data efficiently and economically.

QCTand Cloudiarcontinue to collaborate to develop industtgading solutions to address today's

explosive data growth, suitable for dynamic enterpriserkloads where scalability, availability,
performance, manageability, and operational efficiency are key priorities.
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The currentQxStor Cloudian EditiedyperStoresolution provides a broad range of applications for
the following use cases:

Backup and archival for big dataAsthe amount ofdata hasncreased dramaticallyoackup windows
have shrunkQxStor Cloudian EditieiHyperStore addresses the challenges associafiéitl big data
backup for enterprises and managed solution providers.

Smart data analyticsQxStor Cloudian Bain-HyperStore is at the forefront of smart data with
efficient, scalable storage. Enterprises can now run Hadoop analytics directly on our appliance.

Remote office backupEnterprises want to enhance sharing across these remote locations, protect
and secure the business data, and do this with central IT administrationariobl.

Enterprise fie synchronization and sharingTraditional NAS/SAN infrastructure®s ot support
mobile devices well and do not support the distributed nature of the contéfith QxStor Cloudian
EditionHyperStore, enterprises can store and access user files from any location and amyafevic
their choice.

Private and hybrid cloudtsrage Organizations are implementirfgjorage as a service wi8 Private
Clouds,and laaS clouds based on Cloud Blatfs like CloudStack and OpenSta@kStor Cloudian
EditionHyper$ore provides the trusted, scalable storage platform to power these Private Clouds and
the 100 percent S8ompliant hybrid cloud storage platform that enables IT to achieve any level of SLA
at the right cost.

Service povider or Sorage-asa-Service Traditional NAS/SAN infrastructurase better siited for
small enterprise deployments and do not properly scale to handle large cloud deployr@xgtor
Cloudian EditioHyperStore includes necessary features such as-eméncy, multicurrency rating
plans, billing QoS metrics and enforcement, & as an API that allows service providers to integrate
Cloudian into their own portals.
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Feature Function Benefit

NSNS Ssupportall S3 applications  Continue touse! YET 2y Q& { o {
compatibility and all 3 API calls changes to S3 APIs in development

2. Scaleout Peerto-peer cloud storage Scale to thousands ofodes and billions of
platform with granular objects in a bucket
storage policy managemen

< Ve A Support multiple tenants or Multiple users and applications can uesed
a single shared storage share a single scalteut storage

infrastructure infrastructure with Role Based Access
Control
Selfservice portal Users can select arprovision storage
services ordemand from a service catalog
Dynamically set usage rate Use QoS teontrol usage rate limits for each
Service (QoS) ML group or on a per user basis.
Dynamically set quota limit: Dynamically control storage quotas for eact
group or on ger user basis
A pEIEN qecleilelil SupportsReplication and  Easilycreate logical storage policies for
Erasure Coding groups or users with either replication or
erasure coding storage policies or
combination.
ST El[SI Users can define their own Allow IT admins to focus on providing Stora
policies policies for data protection as a Service (STaaS) and giving users the ¢
service look and feel of an AWS S3 service
9. Smarttiering Tier to Amazon S3 or Define tiering policy on a per bucket level.
Glacier or S3 compatible  Automatically tier to Amazon S3, Glacier or
tape libraries other S3 endpoints such as tape libraries.
10.Turnkey off Use offthe-shelf Software defined and modular architecture
the-shelf componentsand servers accommodates heswappable, redundant
appliances and highly available components to eliminai
downtime, data migratiopand forklift
upgrades
RSl [elap|ITE S Support geedistributed Enables lower latency and provide better
datacenter model cloud services performance with a single

global namespace

12 Chargeback& Supportchargeback and Use builtin analytics teeasily perform
accounting usage accounting chargeback at the group or user level. ¥as

reports for accounting purposes

13.Security and Support SSI and encryptior SSL support for secure access and support

encryption of inflight data and data  AES 25@ncryption for dataat-rest on
at-rest premise and on public clouds
14 Turnable Supports strong, eventual Configure logical storage policies with the
consistency and custom consistency  data consistency levels to meet IT and data
levels levels protection requirements
SRS RIIESEERS. Metadata and file are Granular metadata management at the obje
objects bundled into an object level and neainfinite scalability of highly

available shared storage fte I0oT.
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Feature Function
(sHele[=edlii=e[=] Flexilde object lifecycle
YENEGENERNES management

17 Data
compression

kRS EqichIlsleias Local cache copy for

for erasure coding

19 Proactive
rebuild
network failure, and

incomplete 10s

20.Non-disruptive
rolling
upgrades

Zale)o)[wilefeileld GPS locator for objects

22 Smartsupport

the community

24 Versioning Supports the versioning

feature of the S3 API

25 Event Supports SNMP/IMX
notifications monitoring
ZASHE=To ) S olsls=I/A Support for multi data
Geoclusters center and multiregion
deployments
Supports Replication to
other S3 object storage

platform

27 Replication

Supports data compressior

replication anchot spares

Tracks and logs signs of
problems with a node, disk

Automated rolling upgrades

24x7 access to FAQs, how
to guides and insights from

Zef= U Nelal:ETe . Objects are checked on a
read request

Benefit

Users camanage their own data and object
retention periodundersecurity and long term
data protection

Reduce storage usage amtiease storage
capacity savings with buiih data
compression

Ensure regulatory compliance and disaster
recovery requirements. Minimize downtime
and keep the systems running while repairs
are in process.

Uses Cassandra database of problantsto
quicKy pinpoint the problem and rebuild the
data in a matter of hours instead of days

Use administrative APIs to automate and
simplify operationsExisting HTTP S3
applications are guaranteed to work using tl
same AWS S3 SDK for building S3
applications

Object Locator enables an administrator to
easily locate ay object and determine the
number of copies that exist as well as their
exact storage location across geographicall
dispersed data centers to meet compliance
regulations

Easily create, manage, and track service
requests.

Missing or outof-date replica are
automatically replaced or updated

Users can access different revisions of the
same file stored on the system with a S3
client.

Use secure SNMPRaps and JMX for system
monitoring andfor charge back reporting
Deploy multisite clusters for disaster
recovery purposes and to ensure data is
highly availableand always on

Provide the ability to replicate objects to
other S3 endpointfor Disaster Rcovery.
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Cloudian HyperStore isn Amazon S8ompliant multitenant object storage system. The system
utilizes a NoSQL layer for the storage and access of object metadata, thus providing maximum
flexibility and scalability. HyperStore system enables any service provider or enterpdsplty an

S3compliant multitenant storage cloud. The following figure illustrates an overview of QxStor
Cloudian EditioHyperStore architecture.

Application Application Application
S3 | NFS
e T REPLICATION ERASURE CODING COMPRESSION
(RF=1,2,3,4) (N+1,2,3,4) (2lib,1z4)
a =

6. 00 NN
HyperStore Software Defined Storage

[ =1
E E E Public
. ® | Cloud
3

X86 SERVER HARDWARE X86 SERVER HARDWARE X86 SERVER HARDWARE

CPU Disks Network

Figure 1. QxStor Cloudian EditidgperStore architecture

QxStor Cloudian EditiedyperStorearchitectue is designedto meet the following important
demands

Amazon S3 APl compliancedzt f @ O2YLJ GA6tS gAGK !'YIT 2y {oQa I ¢
HTTP S3 applications will work with the Cloudian HyperStore service, and existiege®®ment
tools and libraries can be used for building HyperStore client applications.

Secure multitenancy. Provides the capability to securely have multiple users reside on a single,
shared infrastructure. Data for each user is lofjida®@ & SLJ N} G SR FNRBY 20 KSNJ dza
accessed by any other user unless access permission is explicitly granted.

Group support A group can be created to manage individual users in a common enterprise work
group. Each group member can havaliated storage space, amdn be managed by a designated
group administrator.

Quiality of Service (QoS) controlSet storage quotas and usage rate limits on a-geyup and per
user basis. Group administratocan set quotas and rate controls for individual members of the group.

... Quanta CLOUD TECHNOLOGY 6
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Access control rightsRead and write access controls are supported atlperket and peiobject
granularity. Objects can also be exposed via public URLSs for regular web accesstsabjdigurable
expiration periods.

Reporting and billingSupports usage reporting on a systemide, groupwide, or individual user basis.
Billing of groups or users can be based on storage quotas and usage rates

Horizontal scalability Scale up to thousands of nodes across multiple datacenters, supporting millions
of users and hundreds of petabytes of data. New nodes can be added wi#biice interruption.

High availability Fully distributed, peetto-peer architecture, with no single point of failure. The
system is resilient to network and node failures with no data loss due to the automatic replication and
recovery processeinherent to the architecture.Geo-cluster can be deployed across multiple
datacenters to provide redundancy and resilience in the event of a dataceotde disaster.

The following ifyure illustrates the unique capabilitiesadded by the solution to the basic S3
compatibility.

Future S3

Advanced S3 Cloudian
Additions

Basic S3 Compatibility

Basic Object Store

Figure 2. Cloudian HyperStore S3 environment

... Quanta cLOUD TECHNOLOGY 7
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Cloudian HyperStore distributed architectueesureso single point of failuréno SPOF) argtovides

data protection options (repliden or erasure coding), data recovery upon a node failure, dynamic
re-balancing upon node additioand multi-datacenter and multregion support.

The following figure illustrates the major components ofarchitecture including: Cloudian
Management Conde (QMC), S3 service, administrativergice storage services, Redand Cassandra
databases.

S3 Client / Application Web Browser

Cloudian
Management

Data System
(0 59 G B G| Comsole (v

S3 REST API Mgmt API Cloudian
HyperStore

HyperStore Manager

o AN
Cassandra Replication Erasure / )
S— Public

Nosat HyperStore Data ( Cloud ‘ )

Vizdyetsl) [ object’] [ obiect 1 [ object 1§

Figure 3Cloudian HyperStore component model

Cloudian Management Console (CMC)

Major componentdor reference:

Joudian Management ConsoleWeb-based user interface folsystem administrators, group
administrators, and end users. The functionality available throughctdmsoledepends on the user
GeLIS | aaz20Al SR.Useithedonsdletogmrf@miasks sick @A y L 5

Provisioning groups and users;

Managing QoS controls;

Creathg and managing rating plans;

Cenerating usage data reports;

Cenerating bills;

Viewing and manging users' stored data objects;

Setting accessontrol rights on gers' buckets andtored objects.

O 0O: 0 0O O: O O
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HyperStore servicdand the HSESAs an object store, Cassandra provides a wealth of valuable built

in functionality including data partitioning, automatic replication, easy clusigraasion, quorum
calculation.etc. HyperStore system uses a hybrid storage solution where Cassandra can optionally be
used for small S3 data objects while the Linux filesystem on Cassandra nodes is used for larger S3 data
objects. The area of the Lir filesystem where S3 object data is stored is called the Cloudian
HyperStore File Syste(AISFS). Within the HSFS, objects can be stored and protectgaidaion or

erasure cothg.

Cassandralatabase srvice Uses the open source gtage platform Cassandra to store several types
of data. HyperStore systemreates and uses seva distinctkey spacesvithin Cassandra. S3 client
applications do not access Cassandra dmtses directlyAll S3 access is mediated through the S3
Service.

Redisdatabase srvice Uses the lightweight, open source Redis-k@jue data store to store various
data that supports Hyp&tore S3ervice features:

0 Redis Credentials DBores user credentials and other S3 operation supportiagidsuch
as multipart upload session informaticend public URL access counters;

0 Redis QoS DBores usetrlevel and grougevel @Ssettings thatareestablished by system
administrators. The DB is also used to keep count of user stgge that @Slimits can be
enforced by the system.

Administrative ®rvice Theadministrative srvice,together with theS3 servicand theHyperStoe
service, are the clients toRedisdatabases.Communication is through a protocol called Redis
Seializaion Protocol Theadministrative grvice implements a RESTful HTTP API through wheéch
usercan perform administrative operation$headministrative srvice is closely integrated withe

S3 srvice.

... Quanta CLOUD TECHNOLOGY 9
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Joudian HyperStore software is validated to run@@Tservers and switches.
QCT QuantaPlex T24® storage serves compact and vesdile, based on Intel® Xeon®-#500 v4

processor familyequippedwith 2 xsockets,upto78xl 55a O FNRYy G Fy R NBI6NI | OOS:
x DDR4 memorglots, 3x PCle expansioslotsto deliveradvancedenterprisegrade performance.

Figure 4QCTQuantaPlex T21RUfront view

As an ultradense, scalable, and cesffective disk expansion unitmajor componentssuch ashot-

plug power supplies and fans are 2+2 and 9+1 redundant with high availability. The design is optimized
for enterprises, serviceproviders, and datacenters where the lowest operational cestr-watt and
smallest footprint are critical.

mbbb-‘----- - e
.

Figureb. QCTQuantdPlex T21PtUrear view
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The current platform is built with 8 x T2HR) serverger rack Eachof the T21P4U servers can be
flexibly populated, allowing for a duction environment to expand the Cloudian HyperStore in the
future by adding additional drives and compute resour¢es to 78 HDDs per serveihternally

mirrored SSD drives are used to host the CentOS operating sgatbthe Cassandra NoSQL database,
which stores the metadata describing the live data.

In the current platform, 1 QCTQuantaPlex41S2U servelis utilized as gestload generatoysuitable
for applicatiors, workloadsand user connectivity to the stoge platform.

The following figureillustrates the complete configurationsready for successfidingle data center
implementation:

Cloudian HyperStore on QCT QuantaPlex T21P-4U solution

Configurations for reference:

Per node configuration

* 2x IntelXeon E5-2620 v4 processor

+ 78x8TB SAS 12Gb/s 3.5” HDD (for data)
128GB memaory

* 2x480GB SSD (for OS)

* Dual port 10GbE network card

* 1SI3008 HBA card

10GE -FE

Iﬁﬂ_ém

o ZzZm=xMN>> m
-

Qo

Per node capacity
* 1xT21P-4U=Upto 78 x 8 TB Drives = 624 TB raw

106GE -FE
10GE - BE

Per rack capacity
* 8xT21P-4U=Upto8x 624TB=4.99 PB raw

o O

Two rack capacity
* 16xT21P-4U=Upto2x4.99 PB=9.98 PBraw

E
T
H
E
R
N
E
|

HyperStore configuration
* Required storage nodes: 3 and above
*  Single and multi data center implementation
*  Fully redundant cloud ready architecture

o

10GE - BE

10GE -FE

DM O Z > > m

Iﬁﬂ_é'ﬁ
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For a single rack data centenvironment the configurationsareillustratedas followsfor reference

Load Generator 1-4 T41S-2U

.. Quanta CLOUD TECHNOLOGY 12




For a multi rak data centerenvironment,the configurations arellustratedas followsfor reference

Rack 1 Rack 2

Quanta CLOUD TECHNOLOGY
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The following figure illustrates theompleteconfigurationsready for successful singéad multi data

center implementation:

Single and Multi Data Center Implementation

34- 3201

!

* Fully redundant
| * Geo-distributed

| * Cloud ready

8 x T21P-4U

wip|p|D|D

s p|yp|jpyofojD|D

w
v
=]
—

pyojo|jo)ojo|o

s|pyp|pyofjojofD

14

Quanta CLOUD TECHNOLOGY

e




nE

S

) L QCT
+SLE 28 YBYFARENI a2y A

The current section describeskey considerationsin deployment such ashigh awailability, load
balancerspackup,auto-tiering, and nulti-tenancy

High availability Geo-cluster can be deployed across multiple datacenters to provide redundancy and
resilience in the evat of a datacentesscale disaster.

Load balancersServices that are available for load balancing &leudian Management Consp&3
service and Adminstrative service

Backup Can be backed up to other storage mechanisms, such as tape, another HyperStore
deployment, or other cloud storage providers.

Auto-tiering: Objects can bautomatically moved from locab a destinatioron a predefined schedule.
The destinatiortan be Amazon S3, Amazon Glacira different HyperStordeployment orregion
Auto-tiering is configrable on a peibucket basis.

Multi -tenancy. Configue group and userlevel QoS rate limitso ensure groups and users do not

exceed storage quotas or consume bandwiditha manner that impacts other tenant$iultiple
credentials per user isupported.

Quanta CLOUD TECHNOLOGY 15
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The primary purpose of the current document is to outline the validatioQx$tor Cloudian Editien
HyperStore

The current platformis configured with ultradense extremeperformance QuantaPlex T2UR) as
storage servers, highest computiensity QuantaPlex T42%) as a application/workload generator,
and hybrid scal®ut high.computing storage server QuantaGrid D51RH.H as a load balancer.

The currentcloudready platform also utilizefQuantaMesh T5032Y6 as a Spine/Leaf swit€pCT
QuantaMesh T3048¥ as a Tomf-Rack (TOR) switcand QuantaMesh T1048B9 as a 1G/10G
Ethernet switch

Overall, the QxStor Cloudian EditiblyperStore platform is viewed as consistent and reliable
Deployments can flexibly start with a few nodes and then scale out as usage increases to petabyte
levels of déa.

Powered byadvanced technology, QCT integrates Cloudian HyperStore software in its appliance
products, offering global customers the business and operatiaha@tages of cloudcale, software
defined object storage with full AWS and-&8ud compatibility.

As a part of the global strategy (1 KS | RRAGAZ2Y 2F (GKS OdzZNNByid G f A
expands QCT's data center solutionsdimud service providers, telecommunications companies, and

other enterprises. QCT aims to offer a full spectrum of innovative, entergrage infrastructure to

bring massivehgcalable, fullyintegrated, hybrid cloud storage to customers.

For cloud serice providers, this solution is suitable for deploying public clouds as well as managed
private clouds; for enterprises, it is suitable for implementing private and/or hybrid clouds.

QCTand Cloudiarcontinue to collaborate to develop industtgading solutions to address today's

explosive data growth, suitable for dynamic enterpriserkloads where scalability, availability,
performance, manageability, and operational efficiency are key priorities.

... Quanta CLOUD TECHNOLOGY 16
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Building block Building block
node-level racklevel
Units per node Units per rack

Storage nde Description
configuration
System

CPU
HDD
Memory
S
Networking

QuantaPlex T212U 1 8

Intel Xeon E2620 v4 2 16
(SAS 12Gb/8TB 7.2K RPM &5 78 624
16G 200MHZ DDR4 8 64
Intel S3610 480GB 2.5" 7mm 2 16

Quanta 10Gb OCP SFPezmanine 1 8
Intel 82599
QCT LSI 3008 SAS 12Gb/s 1 8
mezzanine

n
O

SAS Card

Switch
configuration
Spine/Leaf

Description Units per rack

QuantaMesh T5032Y6 1
32 QSFP+ ports

1] ool E=E AAEOIRY) QuantaMesh T3048Y8 1
48 1/10GbE SFP+ and 6 QSFP+ ports

QuantaMesh T1048B9 1
48100/100/1000BAH and 4 1/10GbEFP+ ports

1G/10G Ethernet

Quanta CLOUD TECHNOLOGY 17



C2NJ a2NB LYF2N¥I a2y

For more information about

Intel®product offerngs,pleasevisit http://www.intel.com

Cloudia®product offeringspleasevisit http://www.cloudian.com

Quanta Cloud Technology (Q®ppjoduct offeringspleasevisit http://www.qct.io
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About QCT

QCT (Quanta Cloud Technology) is a global datacenter solution provider
extending the power of hyperscale datacenter desigstandard and open
SKUs to all datacenter customers.

Product lines include servers, storage, network switches, integrated rack
systems and cloud solutions, all delivering hyperscale efficiency, scalability
reliability, manageability, serviceability angtimized performance for each
workload.

QCT offers a full spectrum of datacenter products and services from
engineering, integration and optimization to global supply chain support, all
under one roof.

The parent of QCT is Quanta Computer Inc., a Fer@iobal 500 technology
engineering and manufacturing company.

http://Amww.QCT.io
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